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Abstract

In today’s world, privacy and security are the most important challenges to be addressed. The increasing number of intercon-
nected devices has led to more data generation, creating many opportunities as well as vulnerabilities for Machine Learning (ML) 
applications. Decentralized Artificial Intelligent (AI) systems like Federated Learning (FL) have addressed all the issues related to 
data privacy and security. This is being achieved by introducing a secure distributed ML process, where there would be multiple 
nodes or local models and one global model or the server. This approach allows for multiple nodes to be trained individually on the 
training data and share a global model.  This is trained by aggregating the weights obtained from all the nodes. A detailed view about 
the fundamentals of FL is presented in this work.  The fundamentals of FL are explored with working principles, advantages and 
challenges faced with FL. Various case studies are provided about the usage of FL by various organizations to ensure data privacy 
and security. A detailed explanation about impact of FL and applications is presented. This also narrates the problems addressed, 
classifications of FL, challenges and its applications in various sectors. Additionally, the performance evaluation of FL is provided 
and is compared with the traditional AI systems by measuring accuracy, execution time, convergence time and Central  Processing 
Unit (CPU) usage. This highlights the use of FL for ensuring privacy and security without affecting the performance of the AI model.  
The future scope section provides a comprehensive idea of further expansion of this concept of FL. This would be a comprehensive 
guide for academicians, researchers and enterprises as it offers an approach for ensuring data privacy and security without affecting 
the performance of the model. Various enterprises are struggling with privacy concerns, this chapter can guide them to employ this 
proposed approach to prevent any risk or data breach.  This approach also ensure the safety of confidentiality data such as consumer 
data, employee data and all. 
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Introduction

In recent years, there have been many data breaches and data 
leakages which increased the concerns of the public about data 
security [1-3]. Several organizations have suffered data breaches 
in recent years, the average loss to an organization due to a data 
breach in 2024 is $9.36 million and the financial loss is observed to 
be increasing at a range of 2.5-5% per annum. Additionally, these 
also affect the reputation of the organization along with legal is-
sues and loss of customer trust. 

Table 1 provides a comprehensive view of the average financial 
loss for organizations due to data breaches from 2014 to 2024, 
along with the annual increase percentage in costs. It is observed 
that the cost has increased from $3.52 million in 2014, to $4.88 
million in 2024, highlighting an overall increase of approximately 
38.64%. The highest annual increase is observed in 2021 (9.84%) 

Table 1: Yearly Financial Loss and Annual Increase (%) in Global 
Data Breach Costs (2014-2024).

Year Cost (in million USD) Annual Increase (%)

2014 3.52 -
2015 3.79 7.67
2016 4.00 5.54
2017 3.62 -9.50
2018 3.86 6.63
2019 3.92 1.55
2020 3.86 1.53
2021 4.24 9.84
2022 4.35 2.59
2023 4.45 2.30
2024 4.88 9.66

Figure 1: Yearly Cost of Data Breaches (2014-2024).
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and 2020 (9.66%). Overall, the table has highlighted the gradual 
increase in financial loss due to data breaches in recent years.

Figure 1 illustrates the increasing trend in the global average 
cost of data breaches over a 10-year period from 2014-2024. The 
plot shows the increasing trend in costs, increasing from $3.52 mil-
lion in 2014 to $ 4.88 million in 2024.  

Literature
This section provides a comprehensive outlook about the exist-

ing literature leading to the evolution of FL. Data security is a prime 
concern for many organizations. Apart from organizations, individ-
uals also face losses such as financial loss, identity theft and legal 

Figure 2: Federated Learning Overview.

issues. Many Individuals, groups and organizations are working 
together to improve data privacy and security [2,4]. Various regu-
lations such as General Data Protection Regulation (GDPR) [5,6] in 
the European union, Health Insurance Portability and Accountabil-
ity Act (HIPAA) for healthcare data in the USA and Digital Personal 
Data Protection (DPDP) are introduced to ensure data privacy and 
security but are not sufficient to address the issue as these usually 
outline only the general principles and rules [7]. The lack of focus 
on technical details and emerging threats leaves the room for at-

tackers to exploit vulnerabilities beyond the scope of these regula-
tions. The rise of interconnected devices has led to more data gen-
eration, which has created new opportunities for ML applications 
as AI systems mainly rely on the data collected and processed [8]. 
This has resulted in more data breaches and leakages. 

Centralized AI systems are the common approaches that cause 
data privacy and security risks, as during the model training, the 
data is exposed to the world. These challenges paved the way for 
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the rise in decentralized AI systems, where there is no centralized 
model training. The decentralized AI systems enable computation 
directly on the local devices instead of the centralized systems 
which depend on training large amounts of data in a centralized 
server. Here, the server aggregates the weights obtained from the 
local model to update the global model. The most used decentral-
ized AI system is FL. 

Current scenario of FL
Nowadays, there is a growing demand for FL systems, as more 

companies across various sectors are adopting them to ensure data 
privacy and security. The global FL market is expected to grow at 

a Compound Annual Growth Rate (CAGR) of 10.2% from 2022 to 
2032, due to the increasing demand for decentralized AI systems. 
The market is expected to reach 311.4 million USD in 2032. Lead-
ing companies like Google LLC, IBM Corporation, Nvidia Corpora-
tion, Intel, FedML, Accuratio, Edge Delta, Secure AI labs and many 
others are contributing to the growth of FL.

Figure 3 shows the expected growth of the global FL market 
from 2017 to 2032 with the market size values in USD millions. The 
x-axis represents the years, and the y-axis represents the market 
size in USD. The chart shows a gradual increase in market size over 
the years with significant growth starting from 2017. 

Figure 3: Global FL Market Size (Year vs Market Size).

FL is a distributed ML approach and an architecture in which 
the models are trained directly on the local devices and the global 
model is updated by aggregating the weights collected from all 
the devices. It basically involves sending the weights from the lo-
cal model to the global model and then the server aggregates all 
the received weights to update the global model. This process is 
repeated indefinitely until the model achieves a predefined perfor-
mance metric such as target accuracy or minimal loss value. Here, 

it is observed that FL enables building an ML model without shar-
ing the client’s data, ensuring data privacy and security [9-11]. For 
example, let’s consider that a user wants to train an ML model on 
their smartphone in a centralized approach, then the main chal-
lenge that needs to be addressed would be the lack of data avail-
able for a central server to train the model and achieve higher accu-
racy. FL outperforms in such circumstances as it allows the transfer 
of weights from the smartphone to the global model for aggregat-
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ing all the weights and updating the global model, benefiting all the 
clients or users. There are also various types of FL such as transfer 
learning, horizontal and vertical. The horizontal FL involves the 
same features but different samples for various clients. Similarly, 
vertical FL involves different features with the same sample space. 
Transfer FL is utilized when there is insufficient data to train a ML 
model. 

The primary advantages of this type of AI system is that less 
latency is achieved, and it also maintains data privacy and secu-
rity [8,12-15]. Additionally, FL also allows the user from different 
geographic locations to collaboratively train the ML model, and 
it doesn’t compromise on the user privacy or violate any law or 
regulation. This highlights FL as superior in comparison with con-
ventional AI systems. There are various sectors such as healthcare 
[16], internet services [17], telecommunications [18] or social net-
works [19] which have employed FL for building ML models with 
ensuring data privacy and security. The most common use cases of 
FL are keyword prediction in smartphone keyboards and speech 
recognition in AI assistants. However, FL has few vulnerabilities 
involve [20,21], which require privacy-preserving techniques such 
as differential privacy, homomorphic encryption [22] and secure 
aggregation to be implemented in the FL environment. Many orga-
nizations such as Google have employed secure convergence and 
differential privacy to ensure the privacy of data and security in the 
FL system [23].

 
Conclusion and Scope for Research
The primary focuses of this work are as follows:

•	 The aim is to explore the fundamentals of FL with key con-
cepts such as working principles, advantages and challenges 
faced with FL. It also provides detailed overview of FL, clas-
sifications of FL and its applications in various sectors. 

•	 Several case studies are provided about the usage of FL by 
various organizations to ensure data privacy and security.  
Furthermore, discussions are provided about the existing 
systems that employed FL for classification. 

•	 Additionally, the performance of FL is provided and com-
pared with the traditional AI systems by measuring accuracy, 
execution time, convergence time and CPU usage. This high-
lights the working of FL without affecting the performance of 
the AI model. 

•	 With the enormous literature available on Machine learn-
ing and Deep learning (for ex: significant contributions of 
Yarici, Yurdem and others), FL has its scope to play in future 
research. The role of FL is more evident in the areas of pro-
viding security to data and is promising for nextgen systems 
protection. More usage of FL also considerably reduces the 
cost in maintenance of security to data.
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