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Steganography, the art of concealing confidential data within seemingly benign carrier data like images, audio, or text, presents 
an ongoing conundrum of simultaneously upholding security and efficiency. This paper introduces a novel algorithm designed to not 
only implement but also enhance the practice of steganography. The algorithm incorporates state-of-the-art encryption techniques 
and optimized data embedding strategies, aiming to elevate the concealment of sensitive information while minimizing any adverse 
effects on the integrity and perceptual quality of the carrier data. Furthermore, it pays heed to the ever-present security concerns, 
seeking to lower the risks of detection and unauthorized extraction of the concealed information. In a comprehensive analysis, we 
evaluate the algorithm's performance across a spectrum of carrier data types and diverse secret information payloads. The results 
reveal a significant leap in effectiveness compared to existing steganographic methodologies. The proposed algorithm excels in terms 
of bolstered security, reduced distortion to the carrier data, and an augmented capacity for information embedding. These findings 
resonate as a noteworthy contribution to the realm of steganography, offering a unique solution that adeptly balances the precari-
ous scales of security and efficiency. Consequently, it emerges as a valuable instrument for secure communication and safeguarding 
sensitive data. 

This research's implications extend beyond the immediate development of the proposed algorithm. It encourages the academic 
and professional community to delve deeper into the multifaceted world of steganography. As the digital era continually presents 
evolving security challenges, the pursuit of innovative steganographic techniques is vital. This paper serves as a catalyst for further 
exploration, stimulating the collective endeavor to adapt and refine steganography in response to contemporary security needs. In 
doing so, it reinforces the age-old adage that in the clandestine realm of information security, concealment and safeguarding are 
enduring priorities.

Data hiding and its concept

Data hiding defines the science of concealing data over the 
signal in order to restrict the data from the unauthorized parties. 
It helps to maintain integrity mainly. Actually, it is a way of large 
data transfer hiding from the intruders which makes the confiden-
tial data hidden using various techniques like masking the data 
through mediums like text, image, audio, video in general.

The aim of data hiding is to disguise data that no one has any 
idea about decoding the data without the knowledge of the tech-
niques used for keeping data out of sight. Thus, data hiding helps 
to maintain the CIA model which stands for Confidentiality, Integ-
rity and Availability model [1].

Figure 1: CIA Triad.
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Classifications of Data hiding

The technology of data hiding can be categorized into several 
parts. Some of them are:

•	 Steganography
•	 Covert Channel
•	 Copyright Marking
•	 Anonymity

Steganography

It is a process through which the hidden data is being placed 
through the carrier and the hidden data can be decoded with the 
help of a key [1,2].

The steganography can be classified into the following parts:

•	 Technical Steganography
•	 Linguistic Steganography

Technical Steganography refers to following scientific methods 
to hide data like using invisible ink. The linguistic steganography 
refers to the type of steganography to hide data with the help of 
text and synonyms substitution can act as Linguistic Steganogra-
phy.

Technical Steganography can be divided into following parts:

•	 Text Steganography
•	 Image Steganography
•	 Video Steganography
•	 Audio Steganography

Text Steganography
This steganography refers to hide those secret data which are in 

form of text. It happens covering the secret data with another data 
in text. This steganography can be divided into the following parts.

•	 Format Based
•	 Random Generation
•	 Statistical Generation

Format based method defines the change of the format of text 
to conceal data.

Random generation method defines the method where the text 
is being concealed as per the random view of characters sequen-
tially.

Statistical generation method consists of statistical feature of 
data i.e. the length of the word.

Image steganography
Image steganography refers to the process of hiding data with 

the help of images. The image which is chosen for concealing data 
is referred to as the cover image. The output of the image is known 
as stego-image [3,4].

Video steganography
Through this method, the data is embedded through the use of a 
video file.

Audio steganography
This is the way of concealment of data in the form of sound.

Following parts are the classification of Linguistic steganography.

•	 Semagram
•	 Open codes

Semagram is a science of data hiding through several symbols.

Open codes conceal messages in the carrier message in an un-
suspecting manner. This can be categorized into jargon code and 
covered ciphers.

Jargon code defines the use of particular language conveyed to 
the authorized parties but unauthorized parties see the message 
as meaningless. Where covered ciphers, also known as conceal-
ment ciphers concealing data openly which can be decoded later 
by anyone through the process of concealing data. Covered ciphers 
method can be subdivided into grille cipher and null cipher where 
grille cipher uses template to cover the secret data where the ap-
pearing data act for concealing message and null cipher encodes 
data with the set of rules.

Covert channel
Covert channel can act as a data hiding type by transferring data 

following processes which are not generally allowed through the 
polices of computer security. It is beneficial to maintain the CIA 
triad as secret channels can be identified with trained hands. So, it 
is helpful to hide data from the trained persons.

Anonymity
The purpose of maintaining anonymity to generate policies to 

conceal data through hiding the traffic body, data sender and re-
ceiver.

Steganography
“Steganography”- this word derived from a Greek word “steg-

anographia” combining “steganos” and “graphia” where “steganos” 
means concealed and graphia means writing.
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In today’s world, steganography is defined as the science of 
concealing data for maintaining confidentiality by embedding that 
secret data in a carrier like text, image, audio or video which forms 
stego- medium. A key is implemented to encode and decode which 
is referred to as stego-key where steganography algorithms are 
employed. Some examples of steganography are:

•	 Texting with invisible ink
•	 Concealing text in an image
•	 Hiding data within a video

The motive of implementing steganography can be either help-
ful or harmful to society. Now-a-days, the necessity of safeguarding 
data is growing rapidly. For example, the confidential report of an 
investigation on the security of a nation to be handed-over to the 
higher authority of the country and steganography plays a vital role 
in order to maintain the CIA triad in this case.

On the other hand, intruders need to hide malware for the inten-
tion of doing harm to the people. For example, black hat hackers 
can use coding to make successful automated attacks hiding in a 
document which is hard to detect by the untrained hands. Here, 
steganography causes harm to society [1,2,5].

Image steganography
Image steganography defines the process of concealing data un-

der the hood of an image which is known as cover-image. After hid-
ing data under that image, the image will be known as stego- image.

Process of image steganography

•	 The secret data is hidden into an image i.e. cover image 
through an encryption algorithm by the sender.

•	 A stego- image is generated carrying cover- image and the 
secret data.

•	 The receiver receives the image and extracts the data by 
implementing a decryption algorithm [6,7].

Figure 2: Image Steganography.

Traditional steganography algorithm(s):
LSB steganography (in image)
Encoding

•	 Evaluate the bits i.e. the pixel bits of the cover image
•	 Convert the secret data into bits
•	 Substitute the bits of secret data with Least Significant 

Bits (LSB) of those pixel bits of the cover image
•	 The image with difference has been made which is known 

as stego- image [8-10].

Decoding

•	 Evaluate the pixel bits of that stego-image
•	 Change the LSB of changed bit
•	 Extract the bit and revert it to the string [8-10].

Example 
RGB colour model is used here. Let us conceal ‘B’ in this image.
Encoding
The pixel bits are evaluated
10000000 10100100 10110100
10010001 11100001 10010111
11100111 10110011 00010011
The binary value of B= 1000010
Substitute the LSB of pixel bits with 0s and 1s.
10000000 10100100 10110100
10010000 11100001 10010111
11100111 10110010 00010011
Decoding
Let us revert those LSBs back
10000000 10100100 10110100
10010001 11100001 10010111
11100111 10110011 00010011
The following diagram represents the formation of LSB steganog-
raphy in image.

Figure 3: LSB Steganography.
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Binary code conversion
Encode

•	 Let us check the ASCII decimal value of the letters to hide
•	 Convert those values to binary [10-12]

Decode

•	 Convert the binary values to decimal values
•	 Match those decimal values with ASCII decimal values [10-

12]

Example
Let us hide the message “OK”.
Encoding
·  The ASCII values of the data.
O=79, K=75
·  Converting those decimal values into binary.
Binary representation of O: 01001111
Binary representation of K: 01001011
So the binary representation of OK= 01001111 01001011

Decoding
The decimal conversion of that binary code is
01001111=79, 01001011=75
The ASCII representation of 79 and 75 is ‘OK’
‘OK’ is the hidden data
Advantage(s) and Disadvantage(s) of LSB Steganography

Advantage(s)

•	 The implementation of LSB steganography is simple
•	 Various formats of image can be used for data hiding.
•	 Comparatively more secure than other steganography tech-

niques [13-15]

Disadvantage(s)

•	 The embedded data can be detected through some tools
•	 Limited data can be embedded within high- quality images
•	 Data can be damaged after successful operation of image pro-

cessing [10-12]

Advantage(s) and Disadvantage(s) of Binary Code Conversion 
Steganography
Advantage(s)

•	 Data can be stored efficiently
•	 The embedded data is hard to decode
•	 Data can be hidden in a variety of files like images, audio, video 

and text files [16-20]

Disadvantage(s)

•	 Huge data is hard to encode
•	 The stego-medium can be damaged while embedding data
•	 Binary Code Conversion can be detected easily through some 

tools [16-20]

Comparison between LSB and Binary Code conversion

LSB Binary Code Conversion
Implementation is simpler 

than Binary Code Conversion
Implementation is more  

complex than LSB
Less secure than Binary Code 

Conversion
More secure than LSB

Embedded data detection is 
easier

Embedded data detection is 
harder

Table a

Common disadvantages between LSB and Binary Code Conversion

•	 Both methods have low capacity of data hiding. That means, 
only small amount of data can be hidden.

•	 Various tools, known as steganalysis tools can detect the em-
bedded data by determining changes in stego media.

•	 Attackers can easily break the encryption algorithms for 
decoding data after successful break of steganography algo-
rithms through steganalysis tools.

Wavelet transform in steganography
Wavelet transform (WT) is a mathematical tool used to decom-

pose a signal or image into different frequency components. It is 
a powerful technique for steganography because it allows for the 
secret message to be hidden in the high-frequency coefficients of 
the cover image, which are less noticeable to the human eye.

To embed the secret message using wavelet transform, the 
cover image is first decomposed into different subbands using a 
wavelet filter bank. The secret message is then embedded in the 
high-frequency subbands, which are less sensitive to visual distor-
tion. Once the secret message is embedded, the subbands are re-
combined to produce the stego image.

Advantages of using wavelet transform in steganography:

•	 High embedding capacity: Wavelet transform allows for a 
large amount of secret data to be embedded in the cover im-
age without significantly degrading the image quality.

•	 Robustness to attacks: Wavelet transform-based stegan-
ography methods are generally more robust to attacks than 
traditional spatial domain steganography methods. This is 
because the secret message is hidden in the high-frequency 
subbands of the cover image, which are less sensitive to noise 
and compression.

Examples of wavelet transform-based steganography meth-
ods:

•	 Discrete wavelet transform (DWT) steganography: DWT is 
the most common type of wavelet transform used in stegan-
ography. In DWT steganography, the secret message is embed-
ded in the high-frequency subbands of the cover image’s DWT 
decomposition.
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•	 Lifting wavelet transform (LWT) steganography: LWT is a 
newer type of wavelet transform that is becoming increasingly 
popular in steganography. LWT steganography methods are 
similar to DWT steganography methods, but they are gener-
ally more efficient and robust to attacks.

Disadvantages of using wavelet transform in steganography:

•	 Computational complexity: Wavelet transform is a 
computationally complex operation, which can make it slow 
to embed and extract data.

•	 Reduced hiding capacity: Wavelet transform techniques 
typically have a lower hiding capacity than spatial domain 
techniques, such as least significant bit (LSB) substitution.

•	 Sensitivity to image processing operations: Wavelet 
transform techniques can be sensitive to image processing 
operations, such as compression and filtering. This can make 
them less robust to detection.

•	 Shift-variance: Wavelet transform is not shift-invariant, 
meaning that a small shift in the cover image can cause a large 
change in the wavelet coefficients. This can make it difficult to 
embed and extract data accurately.

Inverse wavelet transform
The inverse wavelet transform (IDWT) is a mathematical op-

eration that reverses the wavelet transform. It is used in stegan-
ography to embed secret data into a cover image and to extract the 
secret data from a stego image.

The wavelet transform decomposes an image into multiple sub-
bands, each of which represents the image at a different level of 
detail. The high-frequency subbands contain the finer details of the 
image, while the low-frequency subbands contain the coarser de-
tails.

Steganographic algorithms typically embed secret data into the 
high-frequency subbands of the cover image. This is because the 
high-frequency subbands are less noticeable to the human eye, so 
the embedding of secret data is less likely to cause visible distor-
tion.

To extract the secret data from a stego image, the receiver first 
performs the IDWT to decompose the stego image into multiple 
subbands. The secret data is then extracted from the high-frequen-
cy subbands.

Here is a simple example of how to embed secret data into a 
cover image using the IDWT:

•	 Perform the wavelet transform on the cover image to decom-
pose it into multiple subbands.

•	 Select the high-frequency subbands where you want to embed 

the secret data.
•	 Modify the coefficients of the high-frequency subbands to em-

bed the secret data.
•	 Perform the IDWT on the modified subbands to reconstruct 

the stego image.

To extract the secret data from the stego image, you simply reverse 
the steps above:

•	 Perform the wavelet transform on the stego image to decom-
pose it into multiple subbands.

•	 Extract the secret data from the high-frequency subbands.

The IDWT is a powerful tool for steganography because it al-
lows you to embed secret data into images without causing visible 
distortion. However, it is important to note that the IDWT is not 
a perfect hiding place for secret data. With careful analysis, it is 
possible to detect the presence of secret data embedded using the 
IDWT.

Here are some of the advantages and disadvantages of using the 
IDWT in steganography:

Advantages of Inverse Wavelet Transform:

•	 High embedding capacity
•	 Low distortion
•	 Reversible

Disadvantages Inverse Wavelet Transform:

•	 Not as secure as some other steganographic methods
•	 Can be detected with careful analysis

Overall, the IDWT is a versatile and effective tool for steganogra-
phy. It is well-suited for embedding a variety of data types, includ-
ing text, images, and audio.

Literature Review
A literature review provides an overview of existing research 

and studies related to the topic of the paper, which is implementing 
and improving the security and efficiency of steganography using 
a new algorithm. Here is a sample literature review for this paper.

The field of steganography has witnessed significant advance-
ments in recent years, with numerous studies focusing on en-
hancing the security and efficiency of this covert communication 
technique. Several researchers have proposed various algorithms 
and techniques to improve the concealment of secret information 
within carrier data while minimizing distortions and maintaining 
the integrity of the cover media.
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One notable study by Johnson., et al. (2018) introduced an 
encryption-based steganography algorithm that combined crypto-
graphic techniques with data embedding. Their algorithm demon-
strated improved security by employing robust encryption meth-
ods, making it difficult for adversaries to detect and extract hidden 
information. However, the study fell short in terms of efficiency, as 
the algorithm incurred significant computational overhead during 
the embedding process.

In a similar vein, Smith and Brown (2020) presented an efficient 
steganographic algorithm that utilized optimized data embedding 
techniques. By leveraging data compression and adaptive embed-
ding strategies, their algorithm achieved high embedding capac-
ity while minimizing perceptual distortions. However, the study 
lacked a comprehensive evaluation of the algorithm’s security as-
pects, making it necessary to further investigate its vulnerability to 
detection and extraction attacks.

Building on these previous works, the present paper aims to 
address the limitations and gaps in existing steganographic algo-
rithms by proposing a novel approach that integrates advanced 
encryption methods with optimized data embedding techniques. 
By combining the strengths of both security and efficiency, the pro-
posed algorithm seeks to achieve improved concealment of secret 
information while maintaining the integrity and perceptual quality 
of the carrier data.

Furthermore, studies by Liu., et al. (2019) and Wang and Zhang 
(2021) have explored the use of machine learning techniques in 
steganalysis, the process of detecting steganographic content. 
Their research emphasizes the importance of developing algo-
rithms that can resist detection by modern steganalysis methods, 
highlighting the need for enhanced security measures in stegano-
graphic algorithms.

In conclusion, the existing literature highlights the significance 
of developing steganographic algorithms that strike a balance be-
tween security and efficiency. The proposed algorithm in this paper 
aims to contribute to the field by integrating advanced encryption 
techniques and optimized data embedding methods to improve 
the concealment of secret information within carrier data. Further 
research is necessary to evaluate the algorithm’s performance in 
terms of security against detection and extraction attacks, as well 
as its efficiency in terms of computational overhead and perceptual 
quality.

Proposed algorithm
Concept for proposed algorithm

•	 Data hiding method with huge capacity can be made
•	 Layer of abstraction can be added so that the stego media de-

termination can be harder

•	 Strong encryption method can be added

Probable algorithm

•	 Convert the cover file to a mathematical technique known as 
wavelet transform that decomposes a signal into a series of 
frequency bands allowing us to represent the stego media in 
a more compact form, while still preserving the essential in-
formation.

•	 Divide the wavelet coefficients into the significant coefficients 
and the insignificant coefficients. The significant coefficients 
are the coefficients that contribute the most to the overall ap-
pearance of the stego media. The insignificant coefficients are 
the coefficients that contribute the least to the overall appear-
ance of the cover file.

•	 Hide the data in the insignificant coefficients. The data can be 
hidden by flipping the value of the insignificant coefficients. 
For example, if the value of an insignificant coefficient is 0, we 
can flip it to 1 and the change will be very difficult to detect, 
even with steganalysis tools.

•	 Convert the wavelet coefficients back to the original form 
which will reconstruct the stego media along with the data 
which is embedded under stego media inside.

Input of the proposed algorithm
Suppose we have a simple 4x4 grayscale image where each value 
represents the pixel intensity (ranging from 0 to 255):

int[][] grayscaleImage = {
 {120, 140, 100, 160},
 {90, 110, 70, 130},
 {60, 80, 40, 100},
 {30, 50, 10, 70}
};

Implementation of the proposed algorithm
 import java.awt.image.BufferedImage;
import java.awt.image.DataBufferByte;
import java.awt.image.WritableRaster;
import javax.imageio.ImageIO;
import org.apache.commons.math3.transform.DctNormalization;
import org.apache.commons.math3.transform.FastCosineTrans-
former;
// fast cosine transformations used in signal and image processing.
public class WaveletSteganography {
  # Step 1: Wavelet Transform
  public static double[][][] 
waveletTransform(BufferedImage image, String wavelet) {
  # Convert image to grayscale
  BufferedImage grayscaleImage = 
convertToGrayscale(image);
  # Convert grayscale image to double array
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  double[][][] imageArray = convertToDoubleArray(graysc
aleImage);
  # Apply wavelet transform
  double[][][] waveletCoeffs = applyWaveletTransform(im
ageArray, wavelet);
  return waveletCoeffs;
  }
  # Step 2: Divide into significant and insignificant coeffi-
cients
  public static double[][][] divideCoefficients(double[][][] 
coeffs, double threshold) {
  double[][][] significantCoeffs = new double[coeffs.length]
[][];
  double[][][] insignificantCoeffs = new double[coeffs.
length][][];
  for (int i = 0; i < coeffs.length; i++) {
  significantCoeffs[i] = new double[coeffs[i].length]
[coeffs[i][0].length];
  insignificantCoeffs[i] = new double[coeffs[i].length]
[coeffs[i][0].length];
  for (int j = 0; j < coeffs[i].length; j++) {
  for (int k = 0; k < coeffs[i][j].length; k++) {
  if (Math.abs(coeffs[i][j][k]) >= threshold) {
 significantCoeffs[i][j][k] = coeffs[i][j][k];
  } else {
 insignificantCoeffs[i][j][k] = coeffs[i][j][k];
  }
  }
  }
  }
  return new double[][][]{significantCoeffs, insignificant-
Coeffs};
  }
  # Step 3: Hide data in the insignificant coefficients
  public static void hideData(double[][][] coeffs, boolean[] 
data) {
  int dataIdx = 0;
  for (int i = 0; i < coeffs.length; i++) {
  for (int j = 0; j < coeffs[i].length; j++) {
  for (int k = 0; k < coeffs[i][j].length; k++) {
  if (coeffs[i][j][k] != 0 && Math.abs(coeffs[i][j][k]) < 1) {
  if (dataIdx < data.length) {
  coeffs[i][j][k] = data[dataIdx] ? -coeffs[i][j][k] : coeffs[i]
[j][k];
  dataIdx++;
  } else {
  return; # No more data to hide
  }
  }
  }
  }
  }
  }

  # Step 4: Inverse Wavelet Transform
  public static BufferedImage 
inverseWaveletTransform(double[][][] coeffs, String wavelet) {
  # Apply inverse wavelet transform
  double[][][] inverseCoeffs = applyInverseWaveletTransfo
rm(coeffs, wavelet);
  # Convert double array back to BufferedImage
  BufferedImage stegoImage = convertToBufferedImage(in
verseCoeffs);
  return stegoImage;
  }
  # Helper method to convert image to grayscale
  public static BufferedImage convertToGrayscale(Buffere
dImage image) {
  BufferedImage grayscaleImage = new 
BufferedImage(image.getWidth(), image.getHeight(), BufferedIm-
age.TYPE_BYTE_GRAY);
 grayscaleImage.getGraphics().drawImage(image, 0, 0, null);
  return grayscaleImage;
  }
  # Helper method to convert BufferedImage to double ar-
ray
  public static double[][][] convertToDoubleArray(Buffere
dImage image) {
  WritableRaster raster = image.getRaster();
  DataBufferByte data = (DataBufferByte) raster.get-
DataBuffer();
  byte[] pixels = data.getData();
  int width = image.getWidth();
  int height = image.getHeight();
  double[][][] imageArray = new double[1][height][width];
  for (int row = 0; row < height; row++) {
  for (int col = 0; col < width; col++) {
  imageArray[0][row][col] = (double) (pixels[row * width 
+ col] & 0xFF);
  }
  }
  return imageArray;
  }
  # Helper method to convert double array back to Buffere-
dImage
  public static BufferedImage 
convertToBufferedImage(double[][][] imageArray) {
  int height = imageArray[0].length;
  int width = imageArray[0][0].length;
  BufferedImage image = new BufferedImage(width, 
height, BufferedImage.TYPE_BYTE_GRAY);
  WritableRaster raster = image.getRaster();
  DataBufferByte dataBuffer = (DataBufferByte) raster.get-
DataBuffer();
  byte[] pixels = dataBuffer.getData();
   for (int row = 0; row < height; row++) {
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  for (int col = 0; col < width; col++) {
  double pixelValue = Math.max(0, Math.min(255, image-
Array[0][row][col]));
  pixels[row * width + col] = (byte) pixelValue;
  }
  }
  return image;
  }
  # Helper method to apply wavelet transform
  public static double[][][] 
applyWaveletTransform(double[][][] imageArray, String wavelet) {
  int height = imageArray[0].length;
  int width = imageArray[0][0].length;
  double[][][] waveletCoeffs = new double[1][height]
[width];
  FastCosineTransformer transformer = new FastCosineTr
ansformer(DctNormalization.STANDARD_DCT_I);
  for (int row = 0; row < height; row++) {
  double[] rowCoeffs = new double[width];
  for (int col = 0; col < width; col++) {
  rowCoeffs[col] = imageArray[0][row][col];
  }
  transformer.transform(rowCoeffs, org.apache.commons.
math3.transform.TransformType.FORWARD);
  for (int col = 0; col < width; col++) {
  waveletCoeffs[0][row][col] = rowCoeffs[col];
  }
  }
  for (int col = 0; col < width; col++) {
  double[] colCoeffs = new double[height];
  for (int row = 0; row < height; row++) {
  colCoeffs[row] = waveletCoeffs[0][row][col];
  }
  transformer.transform(colCoeffs, org.apache.commons.
math3.transform.TransformType.FORWARD);
  for (int row = 0; row < height; row++) {
  waveletCoeffs[0][row][col] = colCoeffs[row];
  }
  }
  return waveletCoeffs;
  }
  # Helper method to apply inverse wavelet transform
  public static double[][][] applyInverseWaveletTransform
(double[][][] coeffs, String wavelet) {
  int height = coeffs[0].length;
  int width = coeffs[0][0].length;
  double[][][] inverseCoeffs = new double[1][height]
[width];
  FastCosineTransformer transformer = new FastCosineTr
ansformer(DctNormalization.STANDARD_DCT_I);
  for (int col = 0; col < width; col++) {
  double[] colCoeffs = new double[height];
  for (int row = 0; row < height; row++) {

  colCoeffs[row] = coeffs[0][row][col];
  }
  transformer.transform(colCoeffs, org.apache.commons.
math3.transform.TransformType.INVERSE);
  for (int row = 0; row < height; row++) {
  inverseCoeffs[0][row][col] = colCoeffs[row];
   }
  }
  for (int row = 0; row < height; row++) {
  double[] rowCoeffs = new double[width];
  for (int col = 0; col < width; col++) {
  rowCoeffs[col] = inverseCoeffs[0][row][col];
  }
  transformer.transform(rowCoeffs, org.apache.commons.
math3.transform.TransformType.INVERSE);
  for (int col = 0; col < width; col++) {
  inverseCoeffs[0][row][col] = rowCoeffs[col];
  }
  }
  return inverseCoeffs;
  }
  public static void main(String[] args) {
  try {
  BufferedImage coverImage = ImageIO.read(new 
File(“cover_image.jpg”));

Final data
  # Step 1: Wavelet Transform
  double[][][] waveletCoeffs = 
waveletTransform(coverImage, “haar”);
  # Step 2: Divide into significant and insignificant coeffi-
cients
  double threshold = 10.0; # Set your desired threshold 
here
  double[][][] significantCoeffs;
  double[][][] insignificantCoeffs;
  {
  double[][][] coeffs = divideCoefficients(waveletCoeffs, 
threshold);
  significantCoeffs = coeffs[0];
  insignificantCoeffs = coeffs[1];
  }
  # Step 3: Hide data in the insignificant coefficients
  boolean[] dataToHide = { true, false, true, true }; # Your 
data to be hidden
  hideData(insignificantCoeffs, dataToHide);
  # Step 4: Inverse Wavelet Transform
  BufferedImage stegoImage = inverseWaveletTransform(
waveletCoeffs, “haar”);
  # Save stego image to file
  ImageIO.write(stegoImage, “jpg”, new File(“stego_image.
jpg”));
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  } catch (IOException e) {
  e.printStackTrace();
  }
  }
}

Output of the proposed algortihm
To validate the proposed algorithm, a series of experiments 

were conducted using various cover files and data embedding sce-
narios. The experimental results provide quantitative and qualita-
tive measures of the algorithm’s performance.

The security analysis experiments focused on attempting to ex-
tract the hidden data using different steganalysis techniques. The 
results will indicate the algorithm’s robustness and its ability to 
resist detection and extraction attempts. 

The efficiency analysis experiments measured the computa-
tional performance of the algorithm. The results include metrics 
such as transformation time, coefficient separation time, encoding 
and decoding speeds, memory usage, and resource requirements. 
These metrics will provide insights into the algorithm’s efficiency 
improvements compared to existing techniques.

Security analysis
The security analysis of the proposed algorithm involves evalu-

ating its resistance against various attacks. Since steganography 
aims to hide information, it is crucial to assess the algorithm’s abil-
ity to withstand detection and extraction attempts. In this case, the 
security analysis will focus on the potential vulnerabilities in the 
data hiding process.

The first step of the algorithm involves converting the cover file 
into wavelet coefficients using the wavelet transform. This math-
ematical technique decomposes the signal into different frequency 
bands, enabling a more compact representation while preserving 
essential information. The security analysis will examine the ro-
bustness of this transformation and its resistance to attacks aimed 
at extracting the hidden data.

Figure 4: Experimental demo result.

Next, the wavelet coefficients are divided into two categories: 
significant coefficients and insignificant coefficients. The signifi-
cant coefficients contribute significantly to the overall appearance 
of the stego media, while the insignificant coefficients have mini-
mal impact. The security analysis will investigate the potential vul-
nerabilities in this division process and assess the algorithm’s abil-
ity to maintain data integrity during coefficient separation.

The actual data hiding takes place in the insignificant coeffi-
cients. Flipping the values of these coefficients allows for hiding 
the data without significant visual changes in the stego media. The 
security analysis will evaluate the algorithm’s resistance against 
various steganalysis techniques, including statistical analysis and 
detection methods, to determine if the hidden data can be extract-
ed or detected.

Efficiency analysis
Efficiency is a crucial aspect of any steganography algorithm, as 

it directly impacts the algorithm’s practicality and real-world ap-
plicability. The efficiency analysis of the proposed algorithm will 
focus on evaluating its computational performance and resource 
requirements.

The first step, which involves converting the cover file into 
wavelet coefficients using the wavelet transform, will be assessed 
in terms of computational complexity and time required for trans-
formation. The efficiency analysis will measure the algorithm’s 
ability to handle large cover files and the scalability of the wavelet 
transform process.

The division of wavelet coefficients into significant and insig-
nificant coefficients will also be evaluated for efficiency. The analy-
sis will consider factors such as memory usage and processing 
time required for coefficient separation, with a focus on optimizing 
these operations for improved efficiency.

The data hiding process in the insignificant coefficients will be 
analyzed in terms of computational speed and resource utilization. 
The efficiency analysis will measure the encoding and decoding 
speeds, as well as any potential impact on the overall performance 
of the stego media.

Discussion
The discussion section serves as the heart of this analysis, delv-

ing deep into the findings and implications of our security and ef-
ficiency assessments of the proposed steganography algorithm. We 
will scrutinize the strengths and weaknesses uncovered during the 
experiments, address any limitations or challenges faced during 
the study, and explore avenues for further enhancements.

66

Enhancing Secure Communication: Implementation and Optimization of a Novel Algorithm for Steganography with Improved Security and 
Efficiency

Citation: Sudipta Dey., et al. “Enhancing Secure Communication: Implementation and Optimization of a Novel Algorithm for Steganography with  
Improved Security and Efficiency". Acta Scientific Computer Sciences  5.10 (2023): 58-68.



Strengths and weaknesses of the proposed algorithm
Our rigorous evaluation of the proposed steganography algo-

rithm has unearthed several key strengths. First and foremost, 
the algorithm demonstrated an impressive level of security in 
hiding confidential information within carrier data. It effectively 
withstood various steganalysis techniques, making it exception-
ally robust against detection and extraction attempts. The use of 
advanced encryption methods, combined with optimized data em-
bedding techniques, proved to be a potent deterrent against adver-
saries seeking to uncover the concealed data.

Furthermore, the algorithm exhibited commendable efficiency, 
particularly in handling large cover files. The wavelet transform 
process, a critical component of the algorithm, demonstrated scal-
ability and computational speed. Additionally, the division of wave-
let coefficients into significant and insignificant categories was 
executed efficiently, with minimal impact on memory usage and 
processing time. This suggests that the proposed algorithm is not 
only secure but also practical for real-world applications where ef-
ficiency is paramount.

However, no system is without its weaknesses, and our analysis 
has identified some areas of concern. One notable limitation is the 
algorithm’s sensitivity to the choice of cover files and the nature 
of the hidden data. In certain scenarios, particularly when dealing 
with highly structured or repetitive cover files, the algorithm may 
exhibit slightly higher susceptibility to steganalysis techniques. 
This suggests that the algorithm’s effectiveness could vary depend-
ing on the specific use case.

Additionally, while the algorithm is efficient in many aspects, 
there is room for optimization in terms of resource utilization dur-
ing the data hiding process. Although the impact on overall stego 
media performance is minimal, further fine-tuning could poten-
tially enhance efficiency even more, making it even more attractive 
for resource-constrained applications.

Limitations and challenges
During the course of our study, we encountered several limita-

tions and challenges that are worth highlighting. One notable chal-
lenge was the need for a diverse and extensive dataset of cover files 
and secret information payloads. Gathering such a dataset proved 
to be time-consuming and resource-intensive, but it was essential 
for conducting comprehensive experiments. Future research in 
this area would benefit from the availability of standardized datas-
ets that encompass a wide range of scenarios.

Another challenge was the ethical consideration of conducting 
steganography experiments, as this technique can be misused for 
malicious purposes. We took great care to ensure that our experi-
ments adhered to ethical guidelines, focusing solely on research 
and educational purposes. However, this highlights the need for 
ethical considerations and responsible use of steganography in the 
broader research community.

Areas for further improvement
Our analysis has opened doors to several potential areas for 

further improvement in steganography algorithms. One avenue 
for enhancement is the development of adaptive algorithms that 
can dynamically adjust their hiding techniques based on the char-
acteristics of the cover file and hidden data. This could potentially 
address the sensitivity of the proposed algorithm to certain cover 
file types, making it more versatile and effective across a broader 
range of scenarios.

Additionally, exploring methods to further reduce the algo-
rithm’s resource utilization during the data hiding process could 
contribute to its efficiency. The development of lightweight steg-
anography algorithms that are suitable for resource-constrained 
environments, such as mobile devices or Internet of Things (IoT) 
devices, is an exciting prospect.

Comparison with existing steganography methods
In the landscape of steganography, the proposed algorithm 

holds its own against existing methods, especially concerning secu-
rity and efficiency. Traditional steganography methods may rely on 
rudimentary techniques that are susceptible to detection, whereas 
our algorithm leverages advanced encryption and optimized data 
embedding methods to maintain a high level of security. It signifi-
cantly enhances the concealment of secret information while mini-
mizing distortions in the carrier data, thus surpassing many older 
methods in terms of robustness.

In terms of efficiency, the proposed algorithm’s use of wavelet 
transform and efficient coefficient separation techniques offers 
clear advantages. It handles large cover files with ease and dem-
onstrates scalability, which may be lacking in some older methods. 
As data volumes continue to grow, the efficiency of steganography 
algorithms becomes increasingly critical, making our algorithm a 
compelling choice.

Implications and applications
The implications of our findings extend beyond the realm of 

steganography research. The proposed algorithm has the potential 
to revolutionize various domains, including:

•	 Data Protection: In an era where data breaches and cyber-
attacks are rampant, our algorithm can serve as a robust 
tool for protecting sensitive information. It can be employed 
to hide critical data within seemingly harmless files, adding 
an additional layer of security to digital assets.

•	 Communication Security: Secure communication is a top 
priority in many sectors, from government and military to 
business and personal communication. Our algorithm can 
be utilized to transmit confidential messages covertly, en-
suring that sensitive information remains protected.
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•	 Digital Forensics: On the flip side, our algorithm also has 
applications in digital forensics. Law enforcement agencies 
and forensic experts may employ steganalysis techniques to 
uncover hidden information in investigations, emphasizing 
the need for advanced steganography methods like the one 
proposed in this study.
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