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Abstract

5G is the next-generation mobile network, and it has been developed with the purpose of covering the network requirements of

today, and the future. 5G has the goal to make network connectivity more accessible, faster, energy efficient, and reliable, all while

significatively reducing latency and enabling a denser network capable of handling both consumer mobile devices and massive ma-

chine-type communications and leaving space for future innovations. With such an ambitious goal, there come many obstacles and

challenges that the industry must face when it comes to the proper implementation of this technology so that it can reach its poten-

tial. In this article we will discuss some of the emerging technologies in 5G, presenting an introductory overview of them as well as

their benefits, the challenges these present, along with their proposed solutions gathered from recent academic sources.

Keywords: 5G; 5GPPP Architecture; D2D; Mobile Edge Computing; Mobility Management; Broadcast/Multicast; RAN; 5G Core Net-

works; Radio Access Technologies; RAT

Introduction

The 5G is a brand-new network that connects almost everyone
and everything, including machines, objects, and devices. 5G wire-
less technology is meant to deliver higher multi-Gbps peak data
speeds, ultra-low latency, more reliability, massive network capac-
ity, increased availability, and a more uniform user experience to
more users. This surveypaper will concern the topics of 5G, 5GPPP
Architecture, Device-to-Device Communications and networking,
Mobile Edge Computing (MEC), Mobility management, Multicast/

Broadcast Services, Multi-Radio Access Networks, Latency chal-

lenges in RAN and Core Network, and how 5G as a technology
stands in general. In addition, the paper will givean overview of the
abovementioned topics, and then go into the discussion about the
challenges faced in the rise of this technology, potential problems,
potential benefits, andsolutions for 5G requirements as defined by
5GPPP. This article’s main contribution will be the meta-analysis
of these emerging topics with the use of recently published aca-
demicarticles, and the highlighting of the key challenges faced by
5G technologies and their developing or proposed solutions. The

remainder of this paper is organized as follows. Section IlIpresents a
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literature review of the 5G topic. Section III drawssome concluding

remarks and outlines future work.

Literature Review

5G quick overview and 5GPPP architecture

Before we delve into topics like networking, Mobile Edge Com-
puting, mobility management, and 5GPP architecture asthey relate
to 5G networks, it is best to first take a glance intothe big picture

and see (or remind ourselves) where these puzzle pieces fit.

5G, as stated by [1], is the fifth generation of mobile networks.
It operates using similar mobile networking principles to previous
technologies like 4G LTE, and differs in that 5G is based on OFDM
(Orthogonal Frequency- Division Multiplexing) to keep interfer-
ence low, a wider increase in frequency bandwidth size, and the use
of standardslike 5G NR (New Radio), which deals with how this
technology handles radio waves. 5G NR achieves more accuracy
and efficiency by, among other technologies, the utilization of mil-
limeter wave bands (mm-Wave), somethingincompatible with pre-

ceding technologies like LTE [2].

5G, designed with technologies like IoT in mind, is capable of
data speeds in the gigabits, increased availability, reliability and
network capacity, and power efficiency, all while managing to sig-

nificantly decrease latency [1].

Inthe spiritof providing consumersand organizations newservic-
es, opportunities, and a way to address their specific requirements,
5G Infrastructure Public Private Partnership (5GPPP) among other
standardization organizations has declared and developed the
principal elements of the 5G architecture. For this purpose, end-
to-end network slicing, Software-Defined Networking (SDN), Net-
work Function Virtualization (NFV), and service-based architec-
ture serve asthe backbone to support these emerging use-cases in a
more efficient and streamlined way. 5G architecture as proposed by
5GPPP has a structure that is recursive in nature, meaning thatit can
be applied repeatedly, giving the ability to build a service out of ex-
isting services, improving scalability and automation. On a service
level, SDN and NFV enable lifecycle management automation, pro-
viding service assurance, fulfillment, and orchestration functions
as well asthe ability to program SDN controllers to efficiently ex-
ecutenetwork policies and rules. 5GPPP architecture also providesa
common platform that can be accessed by system entities from any
level, using access control methods for the access, processing, and

transfer of data [3].
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Device-to-device communication and networking in 5G

Device-to-Device Communication, as [4] puts it, is atechnology
that allows for high-speed, more capable, and more power efficient
data transmission by bypassing base stations and traditional sig-
nal towers, only using these signaltowers for network control (see
Figure 1). This is achieved by letting devices that are close to each
other communicate directly instead of using a base station. One of
the issues of this technology is interference and resource allocation
concerns. Device-to-Device (D2D) when paired with traditional
cellular networks creates significant interference between devic-
es. [4] affirms that this has been a problem thatis being studied by
many scholars, who have proposed a variety of different resource
allocation algorithms to alleviatethese pains [5]. Categorizes D2D
architecture functions in a5G network in 3 modes: In-band (or in-
coverage), out-band (or out-of-coverage), and D2D relay communi-

cation (or relay-coverage).

Figure 1: Conceptual map of D2D communications.

In-band D2D communication refers to the situation in which the
devices are being monitored and controlled by a signal tower. This
mode requires that the devices be located inside the signal radius,
butit has the benefit of, as [5] puts it,better-managed and organized
D2D communication. Out-band D2D communication conversely
refers to when thedevices are out of the reach of the signal tower.
This type of communication works akin to Wi-Fi. It doesn’t have the
constraint of having to be close to a signal tower, but it meansthat
overall management and control over this communicationis harder
to upkeep. D2D Relay communication happens whena separate de-
vice acts as a relay between the signal tower andthe original device,

effectively expanding the reach of the signal tower [5].
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Mobile edge computing (MEC) and 5G

In order to introduce the idea of Mobile Edge Computing(MEC)
or its updated name, Multi-Access Edge Computing, we must first
go over what edge computing is. Edge computing is a framework
that allows for small clouds or servers to exist at the edge of a net-
work (end-point networking enabled devices/ I0T), with the pur-
pose of extending the cloud’s data handling capabilities at this edge
layer for more resource-intensive tasks, leading to improved speed,
storage, and latency in relation to a conventional cloud computing
approach. The idea of a network edge and how it relates to network

infrastructure can be seen in Figure 2.

Before going into Multi-Access Edge Computing, it isnoteworthy
to point out that the difference between fog and edge computing
is the distance to the end-point devices, withedge computing hap-
pening on a local level, while fog computing as you can see in fig-
ure 2 would happen farther along the network map [6]. So, if edge
computing is the framework, what we call Mobile Edge Computing
or Multi- Access Edge Computing is just the practical utilization of

theedge computing concept.

Cloud
Data Centers

Fog

Edge Devices / 1oT

Figure 2: Graphical concept of network edge.

Multi-Access Edge Computing serves as an enabler for mul-
tiple 5G goals. With the ability to offload data and process it lo-
cally instead of sending it to a distant cloud service right away, 5G
objectives such as Enhanced Mobile Broad Band (eMMB), Massive
Machine-Type Communications (mMTC), and Ultra-Reliable Low-
Latency Communications (URLLC) are becoming possible. There
exist many standards that are being made for Multi-Access Edge
Computing, here are some of the more important ones:Edge Com-
puting Consortium, Open Edge Computing Initiative, Central Office
Re-architected as a Data Center (CORD), and ETSI-MEC [6]. Com-

pounding on these developing standards and initiatives, [6] also
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discusses how Multi-Access Edge Computing deployment into
networks (both traditional and cellular) will be led by the influ-
ence of technologies such as Software-Defined Networking (SDN),
Network Slicing, Service Function Chaining (SFC), and Network
Function Virtualization (NFV). Below we will go over what these
technologies mean, and how they relate to and benefit Multi-Access

Edge Computing.

Microsoft defines SDN as a way to centrally configure and man-
age networks and network services such as switching, routing, and
load balancing in the data center. SDN can be used to dynamically
create, configure, connect and secure networks to the particular
needs of the organization. A surveyon Service Function Chaining [7]
defines SFC as amechanism that allows various service functions to
be connected to each other to create a chain of virtual network ser-
vices. Service Function Chaining is possible through the use of SDN,

and in turn, enables the use of Network FunctionVirtualization.

Network Function Virtualization can be seen as a way of lever-
aging existing IT virtualization technologies and applying them
to network architecture, with the intention of streamlining and
consolidating standard networking processes and equipment [7].
Lastly, Network Slicing can bedefined as the slicing of a physical
network into many virtualnetworks, each configured to fit differ-

ent roles and requirements [6].

Multi-Access Edge Computing can leverage the aforementioned
technologies in the following ways: with SDN, edge comput-
ing environment management becomes more flexible and modu-
lar when it comes to its functions. NFV allows for fast deployment
and flexible scalability of edge computing specifications as well as
cost reduction due to virtualization. SFC can be used to optimize
the network resource utilization and application performance, and
network slicing can be used to assist the deployment of the edge

computing network environment on demand [6].

Multicast/broadcast for 5G and Beyond

Multicast/Broadcast in simple terms means the ability fora de-
vice to send data through a network in a one-to-many andone-to-all
capacity respectively. The ability to do multicast and broadcast has
been supported by cellular networks acrosspast generations, start-
ing with 3G being named Multimedia Broadcast Multicast Services
(MBMS), and was proceeded by Evolved Multimedia Broadcast
Multicast Services (eMBMS) for LTE Networks. For 5G networks,
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the way thistechnology is implemented is referred to as Multicast
Broadcast Service (MBS) [8].

Multicast Broadcast, at least when it comes to cellular networks
has been a technology that didn’t get much tractionuntil the arrival
of 5G and its implementation, with technologies like Digital Video
Broadcasting (DVB), Digital Terrestrial Technologies (DTT), Non-
Terrestrial Networks (NTN), and Advanced Television Systems
Committee (ATSC) being more prevalent in deployment and usage.
How5G changes the paradigm of how these technologies are used
is that the 5G System architecture supports both 3GPP and non-
3GPP implementations of Multicast Broadcast, dynamically lever-
aging them to gain increased area coverage, mobility support, and
spectral and resource efficiency. 5G architecture supports the use
of all these previously independent technologies to an increased
effect [8].

Within the architecture of Multicast Broadcast Services for 5G
networks there are 2 delivery methods declared: Individual and
Shared 5GC Multicast Broadcast Service traffic delivery. These
methods differentiate from one anotherin that Shared MBS traffic
delivery is able to handle multicastand broadcast sessions in which
a single copy of the data is sent to the NG-RAN (Next-Generation
Radio AccessNetwork), and the NG-RAN then sends the data to the
end- point device. Since this method works for both multicast and
broadcast, 2 possible ways of sending the data from the NG-RAN to
the end-point device are defined: Point-To-Point (PTP), and Point-
To-Multipoint (PTM) respectively. For the second method of deliv-
ery, 5GC Individual MBS traffic delivery, it is only able to handle
multicast connections, in which the MB-UPF (Multicast Broadcast
User Plane Function) receives the data, replicates it, and sends it
to the individual end-point devices by way of a Protocol Data Unit
(PDU) session established between the device and the MB-UPF [8].

Mobility management in 5G

The purpose of 5G and future cellular technologies is to in-
crease the access to wireless communications, making it more
widespread all while maintaining the quality and speedof the con-
nection. Mobility Management comes into play when it comes to
the handover of devices from one signal tower to the other, to
avoid improper use of handover blocking or constant unnecessary
handover or switch from one tower to the next, causing network
inefficiency and an overall increase in load that can reduce the net-

work’s performance.
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The main action of a mobility management function is todiscern
and follow up on the location of devices connected tothe network in
order to determine when to perform the handover of the devices
to a signal tower with a more qualityor reliable connection. This
handover process can also occurto save on energy or resource load.
Figure 3 shows the types othandovers that can occur and how they

are performed [9].

A fundamental component of a 5G network is its Access and
Mobility Management Function (AMF), a function that deals with
the registration, connection, and mobility management of devices
within the network. Session Management Function (SMF) and User
Plane Function (UPF) also relate to this concept. as SMF deals with
controlling session context, PDU sessions, etc. and UPFhandles the
connection between the network and infrastructure, as well as

overall managing of quality ofservice [9].

Types of Handovers Usage

Horizontal Handover Between same signal technology. Ex: Wi-
Fi to Wi-Fi.

Vertical Handover Between different signal technologies.

Ex: Wi-Fi to LTE.

Between 2 access points working on the
same frequency band.

Intra-frequency Handover

Inter-frequency Handover Between 2 access points working on

different frequency bands.

Hard Handover Connection is broken before end-point

device connects to the new signal.

Soft Handover Connection remains until after the new

connection is established.

Figure a: Handover types

The common types of handovers are classified by network type
(Items 1-2), by frequency (3-4), and technique (5-6). The informa-

tion in this table was based on [9].

Best practices and protocols for 5G handover are still being ac-
tively researched and developed. Previous generationLTE networks
use hard handover, which presents challenges when it comes to
mobility management and providing a constant connection, this
among other issues makes the current LTE framework not apt for
future use-cases where increased data throughput and lower la-

tency will be required.Article [10] released in April 2022 discusses
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the requirements and challenges that modern mobility techniques
for 5G face such as power consumption, mm-Wave drawbacks, sig-

naling, and security.

Multi-radio access networks in 5G

Multi-Radio Access Networks, also referred to as heterogeneous
networks is one of the key requirements in 5Gthat could pave the
way to increased data rate, reliability, anddecreased latency. Multi-
connectivity leverages the use of multiple access points of avail-
able Radio Access Technologies (RAT) such as 5G, Satellite, and LTE
networkssimultaneously on the same end-point device, increasing
datathroughput. One of the challenges faced by this method is how
to determine the balance of data traffic going from eachRAT access

point to the end-point device [11].

Figure 3: Conceptual map showing how multi-radio access
networks work by using the ATSSS (Access Traffic Steering,
Switching, Splitting) function.

Multi-connectivity and load balancing are topics that are being
actively researched, with multiple proposals on how tobest imple-
ment this solution being described in articles [11,12], where they
discuss capacity-constrained Wardrop equilibria and the 5G-ALL-
STAR solution to multi- connectivity respectively. [11] proposes a
dynamicadversarial load balancing algorithm in which the latencies
ofthe access points are equalized, while [12] proposes a solutionthat
leverages the use of terrestrial and satellite networks to meet the

5G multi-connectivity requirements.

Convergence of RAN and core network in 5G

One of 5G’s main requirements is the need for reliable low la-

tency, with the convergence of the core network and the Radio Ac-
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cess Network (RAN) being one of the main contributors to latency.
With the intention of reducing latency in this area, articles like [13]
discuss various changes and solutions that could be implemented
to aid this latency problem. In order to reduce latency in the RAN,
changes in the following areas are being proposed: In the frame/
packet structure by making changes in the physical and MAC lay-
ers, changes in multi-access methods, control channel, modulation
and coding schemes, symbol detection, cloud RAN, and others. In
addition to changes to the RAN, changes for the Core Network are
also proposed, with them being composed of implementing tech-
niques such as SDN, NFV, and Multi-Access Edge Computing to the

Core Network architecture.

Conclusion

5G networks have to be capable of ultra-reliable low latency, a
wider bandwidth size, significantly increased availability, capacity,
data speed, and energy efficiency. 5G iscontinuously evolving, and
all of this is possible due to the virtualization of network func-
tions, SDN, network slicing, automation, and emerging topics such
as device-to-device communications, multi-access edge comput-
ing, multi-radio access networks, as well as innovations in areas
like multicast/broadcast and mobility management serving as the
backbone that enables this next-generation network. 5G will pave
the road for new revolutionary technologies to be made,and in this
paper, we have analyzed some of the frameworks,techniques, and
technologies that will allow them to be possible while presenting
the challenges ahead and going overthe proposed solutions to these
issues. Figure b summarizes the5G emergence technologies that we

studied in this paper.

For future work, we plan to extend our current 5G securitytest-
bed and its related cybersecurity applications [14-50] in the light
of the current study to develop an open 5G architecture that sup-

ports multi-vendor applications.
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