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E-mails are the modern way of connecting with people. Time 
has changed and every person here is having the accounts to get 
connected with their people on personal as well as professional 
level. E-mails are common nowadays like getting letters in the 
early time.

Is every e-mail you get is secure? Do we protect our personal 
data from the hackers or the attackers? Can we identify the genu-
ine mails? Many questions in a row that we should ask ourselves 
this year while dealing with e-mails.

As the use of e-mails are increasing to exchange information at-
tackers are also increasing with their tricks and tracks to steal your 
information such as your bank account details, your passwords 
this may also include more sensitive information. 

It’s a high time to follow some basic rules to avoid such inci-
dents .

• Always check the sender e-mail address if it seems correct 
then only open the mail.

• Never click on the malicious links given in the email this 
may take you to some other page where you can lose your 
confidentiality.

• Never share your details in the emails that state some ur-
gency. For example: Send your bank account details on the 
urgent basics. This statement reflects urgency and ask you 
for the bank account number.

• Always check for the subject line of the e-mails.
• Read the content of the e-mails and then respond accord-

ingly.

• Never share your passwords or usernames in the e-mails 
when asked by the unknown sender.

These are some basics and strong rules that one must follow to 
safeguard oneself from the attackers and their malicious and sus-
picious acts. Remember how much you are aware will reflect and 
improves your work quality.

E-mails are far easy way to communicate but it’s the responsi-
bility of an individual to use it safely and wisely. Let’s keep our-
selves safe from the attackers this year.

Phishing attacks are common that tries to steal your money, 
your personal details etc. but be smart to differentiate between at-
tacks and communication.

Citation: Manvi Rana and Abhishek Saxena. “Identifying the Phishing E-mails and Securing E-mails - This Year". Acta Scientific Computer Sciences 5.2 
(2023): 38.


