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Abstract

With the increasing numbers of Internet-connected devices, security and privacy issues are the biggest barriers to widespread 
cloud systems. Securing cloud systems has become a major concern for everyone, including consumers, businesses, and the govern-
ment. While attacks on any system may never be completely stopped, real-time detection of threats is essential for efficient system 
defence. Limited research has been done on effective intrusion detection systems for IoT (Internet of Things) environments. In this 
paper, the authors provide a unique intrusion detection system that detects security anomalies in cloud networks using machine 
learning algorithms. This trust-based security paradigm acts as a service, allowing for interoperability between the many network 
communications protocols used in cloud systems. The authors present the system's framework and the intrusion detection proce-
dure in detail. The proposed intrusion detection system is tested on real network traces for proof-of-concept and simulation for 
scalability using Deep Learning techniques and XGboost algorithm. The results shows 96% accuracy and proves that the suggested 
intrusion detection system is capable of effectively detecting real-world intrusions. 
Keywords: Internet of Things (IoT); Cloud Computing; Software

Introduction

One of the world’s advance technology is cloud computing. It 
is an internet-based computer system that provides clients with 
on-demand access to shared resources such as software, platform, 
storage, and information. Cloud computing refers to a technol-
ogy that allows users to access dynamically scaled and virtualized 
resources via the internet. Customers who use cloud computing 
don’t have to pay for physical infrastructure, which saves money 
[41]. They rent resources from a third-party supplier, use them as a 
service, and only pay for the resources they use. Because Small and 
mid-size enterprises [SMEs] cannot afford the massive capital ex-
penditures required for traditional IT, cloud computing is becom-
ing increasingly linked with them.

To support the pay-per-use business model of Cloud Computing, 
the Cloud infrastructure must adapt to changing client demands 
and operational conditions on a continuous basis. Service-oriented 
paradigms, multi-domains, multi-tenancies, on-demand flexibility, 
and multi-user autonomous administrative infrastructures, all of 
which are vulnerable to cyber-attacks, are all part of this model 
[39]. Specifically, Cloud may be vulnerable to a number of vulnera-
bilities at several architectural layers (infrastructure, platform, and 
application) as a result of developer and service provider design, 
programming, or configuration problems. Malicious users can take 
advantage of such flaws, jeopardising the assessment of the con-
tracted Quality of Service (QoS). Cloud computing is both a tech-
nology for more efficient use of computing infrastructures and a 
business model for selling computing resources and services [10]. 
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Intruders, on the other side, find such complicated and distributed 
architectures appealing targets. Cyber-attacks are a severe threat 
that might harm the quality of service provided to clients. In this 
paper, the most important research topics for distributed intrusion 
detection in cloud systems will be discussed.

Knowledge of ML among IDS in cloud system 

Machine learning is divided into two categories: supervised and 
unsupervised learning. The use of useful information in labelled 
data underpins supervised learning. The most common goal in su-
pervised learning (and therefore in IDS) is classification; yet, man-
ually labelling data is expensive and time intensive [13]. As a re-
sult, the fundamental bottleneck to supervised learning is a lack of 
sufficient labelled data. Unsupervised learning, on the other hand, 
recovers valuable feature information from unlabeled data, making 
training material much easier to come by. Unsupervised learning 
approaches, on the other hand, typically perform worse in terms of 
detection than supervised learning methods [29].

Data is shared from a variety of sources and across a variety 
of networks. Because this information is transferred over the in-
ternet and is subject to a multitude of attacks, intrusion detection 
systems are required. Because intruders are continually altering 
their attack techniques, traditional intrusion detection systems are 
unable to identify newer attempts [20]. When it comes to data stor-
age, intrusions and threats continue to evade traditional intrusion 
detection mechanisms [20]. Traditional approaches for observing, 
classifying, and recognising incursions in the cloud, on the other 
hand, are resource demanding in terms of time, money, and com-
pute [18]. Furthermore, a relatively limited methodology has been 
proposed previously; thus, adaptable and scattered solutions for 
Cloud intrusion detection systems are required. Data can be cor-
rupted as a result of an attack, resulting in data loss or the network 
being knocked down. As a result, a new intrusion detection device 
is required, one that can identify the most recent threats and up-
date itself on a frequent basis [25,27,42].

Because of the system’s sophistication and the difficulty of regu-
lating each access attempt, vulnerabilities and incursions would be 
more prevalent [35]. Various rule-based techniques have been pre-
sented over the years, but they still have issues with high computer 

complexity or frequent rule modifications, limiting their applica-
bility [8]. The authors proposed to provide cyber defence using a 
machine learning-based intrusion detection solution to address 
these concerns. The effectiveness of generally available attacks like 
DoS/DDoS, IP spoofing, and others can be compared to normal ap-
proaches utilising publicly available datasets. Online networks are 
frequently targeted by intruders and hackers. To fight these attacks, 
various approaches can be used, and these techniques will be ex-
amined and tested in this section. One of the most deadly network 
assaults is the Distributed Denial of Service attack (DDoS) [21].

Furthermore, providing a distributed architecture for deliver-
ing intrusion detection in Cloud Computing, allowing Cloud pro-
viders to provide security solutions as a service. It’s a multi-layer, 
hierarchical architecture for collecting data in the cloud, with vari-
ous dispersed security components that may be utilised to do com-
plex event correlation analysis. However, cloud-based services and 
applications deliver rapid developments from both academia and 
industry; they also pose challenges to the security and privacy of 
cloud storage [22]. The most of the security challenges lead to the 
vulnerabilities in cloud architectural components and technologies 
like Internet communication, service-oriented architecture, web 
services, software, web-browsers, virtual machines, virtualisation, 
self-service management interfaces, multi-tenancy, hypervisors, 
etc. Hence, providing security to cloud data is a tedious process. 
Till date, there is a lack of effective approach for offering secure ac-
cess to the data in cloud due to the open nature of the data [36,38].

The manuscript is structured as follows. This chapter discuss-
es the brief introduction of the concepts used in this paper and 
discusses the background of the Intrusion detection using deep 
learning. Chapter 2 discusses the concepts in detail, along with 
the related work. Chapter 3 discussed the implemented research 
methodology and the methods used. The results and discussion are 
analyzed and discussed in chapter 4. The final chapter concludes 
the paper with the limitation and gives the future work to the re-
search.

Aim and Objective
The aim of the research is to detect intrusion attacks in cloud 

storage in order to enhance the security and privacy using pro-
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posed a trust-based adaptive security system. The objectives of the 
research are to:

•	 To analyse the data available from the UGR-16 dataset in 
cloud system for possible associated risks.

•	 To process the cloud data by pre-processing the dataset 
and to detect various attacks for enhanced security over 
a period of time.

•	 To implement the framework of XGBoost in the applica-
tion for feature selection. 

•	 To use the deep learning algorithm to classify the intru-
sion data into a hierarchical structure to find the intru-
sion more easily and quickly.

•	 To evaluate the performance of the proposed framework 
by comparing the results with the existing techniques.

Related Work

The related work is the analysis of existing literature studies in 
the topic chosen. Here prior research is summarised and says how 
the current project is linked to it; the critical analysation of the re-
search help to identify the gap from the prior research and it also 
helps for further enhancement. In the research, several models and 
methodologies have been designed for intrusion detection were 
analysed. Few recent methods have been signified in this section. In 
this section, have briefly reviewed some related machine learning 
technique used to detect intrusion in the cloud environment. The 
author also review some related intrusion detection system such as 
TSIDS, IDPS, BNID, etc.

A research by Aljamal., et al. [4] proposed hybrid intrusion de-
tection system to identify attacks in cloud environment. The attacks 
can be known or unknown. The hybrid technique is the combina-
tion of the k-means and support vector machine classification tech-
niques. The suggested technique is also known as network-based 
anomaly detection scheme. The researcher suggested the tech-
nique at the level of cloud hypervisor. In the research, UNSW-NB15 
dataset is used. While comparing both the technique, the k-means 
clustering algorithms provide accuracy slightly higher than the SVM 
model. The obtained accuracy for the k-means algorithm is 88.6% 
and the SVM model is 84.7%. Hence the authors can conclude, the 
k-means algorithm is adequate when compared to the SVM model. 
The limitation is the precision and is not up to the mark. In future, 
the accuracy and precision need to improve further.

Research by Ghanshala., et al. [15] proposed BNID approach, 
that is behaviour based network intrusion detection system used 
to prevent the cloud environment form the network attacks. The 
BNID system captures the tenant virtual machine TVM communi-
cation behaviour and identifies the malicious network pattern on 
the network-layer. As a result, the BNID approach can identify the 
pre-identified and variant. The limitation is currently, the system 
can classify only attacks whose behavior is pre-identified and the 
variants of such attacks. But they intended to expand the system in 
the future to completely define the hidden attacks.

Moon., et al. [26] in the year 2016 proposed an approach to 
eradicate Advanced Persistent Threat attacks. This method is car-
ried out by considering the 30 behavioural design pattern of the 
main user through an 83-dimensional vector. Each attribute from 
83-dimensional vector signifies a particular manner of the user. To 
develop a database, the authors used a virtual machine environ-
ment to gather 8.7 million features from 4000 malicious and non-
malicious programs. The authors Karatas., et al. (2018) explained 
that the system was developed based on the criteria that how many 
times a particular occurrence occur is estimated. C4.5 decision tree 
was utilized to develop a classifier for the gathered data, and each 
and every new occurrence was saved against the tree to be differ-
entiated as malicious or normal occurrence. The system developed 
produces a false positive rate and false positive rate of 5.8% and 
2.0%. 

Abbes., et al. [1] proposed a method utilizing decision trees on 
top of the protocol analysis to develop intrusion detection systems. 
For every single layer of application, an adaptive decision tree was 
present and data occurrences were distinguished into benign and 
anomaly. The network was able to evidently classify the known at-
tack types such as DoS, botnets, and scans but it was not able to 
handle the unidentified attack types.

Millar., et al. [26] proposed a method to decrease the cyber ma-
licious attacks. A technique is developed to identify and classify 
such undesired traffic in the networks. The use of deep learning 
algorithms is in many domains as it is efficient enough to identify 
patterns from the huge datasets. The ways and means to classify 
using deep learning is always a big question. The author plans and 
identifies 3 different ways to introduce the data to a deep learn-
ing network for the classification of malicious traffic. Even though 
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in other research it is seen that deep learning was not efficient as 
machine learning techniques, this method uses novel deep packet 
inspection techniques. The level of predictions can be improvised if 
the packet’s payload bytes have been limited to 50. 

Sultana., et al. [40] presented machine learning based approach-
es that utilizes SDN to develop a network based intrusion detection 
system (NIDS). This study performed the detailed learning of the 
ways to develop a SDN-based NIDS. With the advancement in deep 
learning techniques, advantages of using deep learning techniques 
has proved its significance due to its efficacy in estimating the net-
work security. Moreover, innovative techniques of deep learning 
are in play with faster capability and effective in data taxation. The 
authors Ponkarthika and Saraswathy [31] stated some of the chal-
lenges which are required to be considered for executing NIDS. AS 
most of the attacks are dynamic in nature. Henceforth, a detection 
method needs to be developed with the good adaptability. Build-
ing an efficient method such as selecting an optimal feature with 
classifier and also with minimizing the dimensionality of the data-
set is a challenge. Deep learning technique is the emerging field of 
research in NIDS. In future to develop a significant SDN controller 
that can observe and implement real-time intrusion detection in 
high-speed networks would be a tougher task.

Research by Shams., et al. [37] proposed and evaluated an Intru-
sion Detection System (IDS) model called Trust Aware SVM Based 
Intrusion Detection System (TSIDS) corresponding to the monitor-
ing of the packet header. The amalgamation of data analysis sup-
port vector machine (SVM) and modified promiscuous data collec-
tion mode for a whole IDS in Vehicular Ad Hoc Networks (VANET). 
In the occurrence of attacks, TDIS shows the high performance by 
ending malicious nodes efficiently; it also avoids attacks from the 
same source in the future. The authors Chockwanich and Visoot-
tiviseth [7] illustrated that by allowing each vehicle to track its 
next hop in the packet routing path for three critical limitations, an 
SVM can be trained effectively and classify invisible information in 
distinct situations with a high precision of over 98% in computer-
generated simulations. TSIDS performance analysis demonstrates 
a notable improvement compared to non-intrusion detection sce-
narios in the network and other accessible techniques. The im-
provements are in terms of End-to-End Delay (EED) and Packet 
Delivery Ratio (PDR) to measure the network’s reliability.

Research by Kumari and Varma, [24] proposed new semi-super-
vised hybrid mechanism for machines learning to develop an ef-
fective IDS, this research shows a hybrid semi-supervised machine 
learning method using Active Learning Support Vector Machine 
(ASVM) and Fuzzy C-Means (FCM) clustering. This algorithm is 
evaluated and discovered promising on the NSL KDD benchmark 
IDS data set. Compared to multi-classification, binary classification 
is fast. Only a few labels are used, so the labelling cost is low when 
compared to costly SVM. The authors Gurung., et al. [17] proposed 
that detection rate over other hybrid algorithms is quite similar. 
When a new label of data is added, training time is lower than 
full-SVM. Where the small amount of data can be retrained fast-
erly and easily. But in SVM huge amount of data need to retain. The 
proposed method is Strong and accurate. In future, similar work 
should be compared with other classification methods too. Where 
here only SVM and FCM is compared. Together with this technique 
of classification, features selection can be considered.

Research by Farnaaz and Jabbar, [12] proposed the research 
on network intrusion with random forest (RF) classifier to identify 
four kinds of attacks such as DOS, probe, U2R, and R2L. To overcome 
the non-linear and complicated problem in network traffic data this 
enhances network intrusion system is proposed by Farnaaz. In this 
experiment, NSL-KDD data set is used. The technique such as 10 
cross-validations, feature selection and dimensionality reduction 
is used to improve accuracy. Further in terms of accuracy, False 
alarm rate (FAR), DC and MCC, the random forest classifier is com-
pared with the j48 classifier. The experimental results show that 
the proposed method improved accuracy, DR and MCC for all four 
types of attacks. The limitation is only four attacks were detected 
using this proposed method. In future, all types of attacks need to 
be addressed and to improve accuracy the evolutionary computa-
tion algorithm can be used to improve the accuracy.

The researchers Taghavinejad., et al. [43] proposed that al-
though the value of recall in the proposed method is lower than the 
corresponding values, the results generally indicate that the com-
bination of multiple decision trees has a good effect on improving 
the performance of intrusion detection systems in the IoTBased 
SG. However, since in the proposed method uses a combination of 
multiple trees instead of a simple tree, the time required for mod-
eling is increased to a negligible amount, which can be neglected, 
because the accuracy of operation and security of network is more 
important.
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The authors Bhosale., et al. [5] explained that primary thought 
of the intrusion detection system is to see the pernicious attacks 
which scare the security from the information system’s ordinary 
exercises. The intrusion detection system can be figured fundamen-
tally as an issue of parallel classification, with the goal that it tends 
to be comprehended utilizing powerful classification technique. To 
correct this restriction, an altered form of SVM is presented in this 
work. In this work, classification is finished utilizing altered SVM 
and assessment of the proposed technique is finished utilizing KDD 
dataset by leading investigations. The exploratory outcome dem-
onstrated that the broad time is diminished utilizing changed SVM 
by performing legitimate dataset.

In the ANN model, Taher., et al. [44], the authors experimented 
with different number of hidden layer and found that the detection 
success rate varies with the number of hidden layer. After several 
trial and error methods, we found best detection rate with 3 hidden 
layers and 0.1 learning rate.

The authors Chkirbene., et al. [6] explained that to perform 
oversampling to increase the training examples of the Analysis, 
Backdoor, DOS, Shellcode, and Worms attack classes. As a result, we 
would be balancing our dataset and hence improving the detection 
rate of those classes and consequently the overall performance of 
the proposed model will increase. In addition, the authors planned 
to experiment using the Principle Component Analysis (PCA) to 
transform the highly correlated features in our dataset into a set 
of uncorrelated features called the principal components and use 
those components as new added features to our dataset. This could 
improve the overall performance of the system significantly.

Research gap

[3] uses conventional shallow machine learning approach for 
security and privacy issue in cloud. However, Aldweesh find gap 
in security and privacy in cloud environment, so Aldweesh sug-
gested deep learning approaches for future enhancement. Further, 
research by Kumar and Goyal [23] suggested trust-based adap-
tive security system for security and privacy challenges in cloud. 
Aljamal., et al. [4] used hybrid method, incorporating SVM and k-
means, but the accuracy is only 88.6%. So Aljamal suggested high 
level machine learning approach to improve the accuracy. Similarly, 
researcher Ghanshala., et al. [15] found only predefined attacks, so 

the researcher further proposed a framework that predicts hid-
den attacks that are fully specified. Whereas, Farnaaz and Jabbar 
(Farnaaz and Jabbar, 2016) suggested model predict only four 
type attacks of intrusion in cloud environment. Farnaaz therefore 
intended to expand the system to predict all kinds of attacks and 
enhance security and privacy in the cloud environment. Comparing 
all the research have found that the cloud environment is still not 
completely secure and need privacy for cloud data. Therefore it is 
important to use high-level machine learning methodology to solve 
all of the above problems. So, have suggested deep learning method 
to solve security and privacy issues in cloud computing.

Research methodology
This section includes a brief description of the implementation 

flow and methodology used to secure and to provide cloud data 
privacy. In the present model uses four encoder layer and decoder 
layer and the architecture of the data is given below in figure 1.

Dataset 
One of the challenging processes is to calculate the intrusions. 

It is, therefore, necessary to implement and validate a dataset that 
contains pre-collected intrusion data features. A dataset that in-
cludes various attacks such as DDoS, SQL attacks, etc. is chosen. 
In this study, UGR16 will be utilized as it is extensive and also a 
relatively new dataset [2]. It is a structured dataset that contains 
both intrusion packet information as well as regular packets. The 
UGR 16 dataset contains updated values which are gathered from 
real-time back traffic and some of them are not considered as the 
features of other standard datasets. Source IP address, protocol, 
packets, flow duration and data label are the main features that will 
be considered from the dataset [32].

UGR’16
A Dataset for the Evaluation of Cyclostationarity-Based Network 

Intrusion Detection system. This data contains 80000 rows and 8 
coulmns, features present in this dataset are Source_port, destina-
tion_port, duration_of_flow, and protocol, Flags, type_of_services, 
packets_exchanged and bytes and it is shown in figure 2 Few lines 
of the data is given below.

The Multi class target variable used in this dataset contains 
attacks such as - anamoly-spam, anamoly-udpscan, nerisbotnet, 
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Figure 1: Implementation Flow.

Figure 2: List of UGR’16 Data.

scan44, scan11, anamoly-sshscan, blacklist and dos. One of these 
classes can be used for predicting the output.

Data pre-processing
The standard scalar will be applied for the data. The idea behind 

StandardScaler is that it will transform the data such that its dis-
tribution will have a mean value 0 and standard deviation of 1. In 
case of multivariate data, this is done feature-wise (in other words 
independently for each column of the data). Given the distribution 
of the data, each value in the dataset will have the mean value sub-
tracted, and then divided by the standard deviation of the whole 
dataset (or feature in the multivariate case).

Data scaling is used to normalise the range of independent vari-
ables (Shi., et al. 2017). The main aim of data scaling is to achieve 
Gaussian with zero mean and unit variance. There are a lot of ways 
to do this, the two most popular are standardisation and normali-
sation. In the research the standardisation method will be used. If 
the variance of the order of magnitude of a feature is greater than 
the variance of other features, then that feature may dominate oth-
er features of the dataset; it should not occur in the model of learn-
ing. To normalise numerical data in all columns standard scalar 
technique is used [33]. Below can see the data changed due to data 
standardization with 80000 rows and 8 columns shown in figure 3.

Figure 3: Data Standardization after change in data.

Below can see the Flags categorical features has more than 20 
categories like APS, APRS, ARSF, APRSF, etc shown in figure 4.

Another important feature is Protocol, which is also a categori-
cal variable using the features TCP, UDP, ICMP along with the range 
from 10000 to 70000 is shown in figure 5.
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Figure 4: Flags categorical features.

Figure 5: Categorical Variable Using the Features.

Feature selection
Feature selection technique is used to improve accuracy, reduce 

over fitting and to reduce training time [30]. Stacking Ensemble ap-
proach will be used for the features selection. The technique used 
as an ensemble feature selection is the XGBoost. The technique 
automatically selects the features from the data which contribute 
most to the prediction variable. The technique takes only a small 
subset of features rather than all features model. 

XGboost algorithm is used as the feature selection using the 
standardized data. Then will be applying grid search CV for hyper 
parameter tuning to get better feature selection. After getting re-
sult from XGboost, have to run Feature importance function using 
the built model and it is shown in figure 6. 

Feature hashing technique is used to pre-process the raw data 
effectively. The feature hashing is a smart way of modelling datasets 
which contain large quantities of character data and factor, where 
it utilises only less memory (Zhao., et al. 2018). Feature hashing is 

Figure 6: Feature Selection with its importance.

used to encode the categorical column. The feature hashing is also 
used to overcome the curse of dimensionality. This technique is 
called an encoding technique; it works on the exact strings, which 
is given as input. The categorical data provides great performance; 
hence it is used for feature hashing [9].

Now will remove the last 2 feature and then find accuracy of the 
model and also will be building another model using all the feature 
to see if the model increases in accuracy.

Data classifier 
After the feature selection, the data traffic will pass through 

learning process that will collect all the relevant data, which has 
packet behaviour, and create a profile about the current data traf-
fic, send and store it in the profile database. Anomaly detection 
will check the behaviour and properties of the packets and identify 
whether the packets are anomalous. If the properties of the packet 
are not matching to normal profile which is stored in a database, 
then it will be considered as anomaly. If the packet received con-
tains normal data traffic, then it will be labelled and stored as or-
dinary traffic [31].

Real time implementation can be simulated with unsupervised 
implementation, however, we cannot measure any knid of perfor-
mance metrics like accuracy in the work. Since validation is re-
quired, the performance metrics must be compared with existing 
work for identifying the effectiveness of the proposed algorithm. 
This is only possible in supervised implementation. Hence both su-
pervised and unsupervised implementation has been performed in 
this work. For the unsupervised implementation, the same dataset 
is used, but the labels are removed in that version to act as unsu-
pervised dataset [7]. 
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The extracted data must be optimised for better intrusion de-
tection. After the pre-processing technique, classification has been 
performed. Hence, in this work, a combination of Support Vector 
Machine (SVM) and Deep Neural Network (DNN) is performed for 
supervised implementation by stacking the classifiers. The use of 
random forest classifier prior to the classification (Ieracitano., et al. 
2018). The DNN classifier is used as a supervised learning method 
whereas the resulted output is categorised based on the attacks. 
The primary objective of this approach is used to classify the new 
instance on the basis of training samples and number of attributes. 
The classifier helps to solve the classification issues via separating 
best data vectors into two separate classes for a given data [3]. In 
these regards the user can enhance the classification performance 
with respect to fast classification and potentially made an auto-
mated decisions for huge set of network data. After the training 
process, the pre-processed and feature extracted data is fed into 
the classifers for optimal prediction. Since the intrusions take place 
from different servers in realtime, the detection system has to have 
a high accuracy in face these live attacks [45]. 

Since deep networks have better computational accuracy and 
performance, an efficient deep network model is considered for in-
trusion detection in this work. The deep learning technique is used 
as a classifier. These methods of classification used to classify the 
selected features are normal features or features attacked by net-
work intrusions.

Adam optmizer is used to compiling the model using and metric 
used for the model is accuracy. Next step the dataset has to be sepa-
rated into training data and testing data, further the researchers 
have used epoch of 50, batch size of 64 and loss as mean squared 
error below, can see the training phase of the hidden layer is show 
in table 1.

DNN Number of hidden layers=2, hidden1_
neurons=50, hidden2_neurons=50, learning_

rate=0.001

Epochs=50,
Optimiser=Adam optimiser,

Batch size = 64,

hidden_layer1_activation=relu, hidden_layer2_
activation=relu

Table 1: Hyper Parameters for UGR’16.

Once the data is pre-processed, in order to effectively anticipate 
the outcomes, the data must be trained. For training the data, need 
a deep learning classification algorithm. The learned data is trans-
mitted to the testing phase once it has been trained; the same two 
deep learning classification methods were utilized for testing. The 
splitting ratio in our dataset would be training 70% and testing 
30%. Therefore the data is trained and tested in the ratio of 58000 
and 24000. After Model training can see the accuracy rate of both 
training and testing dataset and is shown in figure 7.

Figure 7: Rate of Training and Testing dataset.

Deep Learning is used for classification of intrusion attacks. 
Trusted based adaptive security model were examined in cloud 
services using the UGR-16 dataset and the performance metrics 
and confusion matrix were calculated. The Confusion matrix is a 
table; it is used to describe the classification model performance 
on the set of test data. Binary class confusion matrix calculates true 
positive, true negative, false positive and false negative. The Perfor-
mance metric measures the performance, behaviour and activities 
of the intrusion in the network. Using confusion matrix the per-
formance metric is calculated. The Accuracy, Precision, Recall, F1 
Score and False positive rate are calculated using the performance 
metric. 

Results and Discussion
The performance of suggested framework will be measured 

using four factors namely, false negatives (β), true negatives (δ), 
false positives (γ), and true positives (α) [18]. While the predic-
tion of anomaly class, a correct classification which represents an 
intrusion is known as true positive (αA) and incorrect classifica-
tion which represents an intrusion, i.e. there is no intrusion known 
as false positive (γA). Subsequently, a correct classification which 
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designates no intrusion is known as true negative (δA) and incor-
rect classification which shows no intrusion when there is an intru-
sion is known as false negative (βA). The probability of detecting 
intrusions that means true positive rate (TPR) is represented by 

Similarly, the probability of incorrectly identifying normal be-
haviour as an intrusion is known as a false positive rate (FPR) 
which is mathematically written as, 

The portion of total relevant records in a database that is re-
trieved by searching is known as recall (R), which is the same as 
the measure of TPR. The fraction of relevant records among the re-
cords retrieved is known as precision (P) which is represented by:

F-score is represented by 

The overall accuracy is measured based on the propor-
tion of correctly classified team data with incorrectly classified 

 
     Further, the dataset will be trained with and without feature 
selection. First step using dataset along with 6 features the fea-
ture selection will be processed. After the process using XGBoost 
algorithm resulted an accuracy of approximately 85% using testing 
data. Results of each class from the algorithm is shown in figure 8. 

Figure 8: Results of each class from the algorithm.

Without feature selection
As the accuracy is less, so then have to proceed on to data with 

all the features. After training on XGBoost algorithm got an accu-
racy of approximately 96% using testing data. Hence without fea-
ture selection gives more accuracy than with feature selection. The 
results are far better without the Feature selection process and the 
comparison is given in table 2, figure 9.

Table 2: Comparison of the feature selection.

Feature Accuracy %
With Feature Selection 85

Without Feature Selection 96

Figure 9: Bar graph for the comparison table 2.

Below are the result of each class variables along with the val-
ues class, precision, recall and f score. In which it resulted as 0.94 
for precision, 0.99 for recall and 0.96 for f score and it is shown in 
figure 10.

The proposed technique has been evaluated using both the 
datasets and compared with the existing techniques and given in 
table 4. From the review, it has been found that few of the research-
ers presented a different classifier technique such as decision tree, 
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Figure 10: Result of Each Class Variables.

linear regression, naïve beyes, artificial neural network, GALR 
for intrusion detection and the obtained average accuracy rate is 
85.56%, 83.15%, 82.07%, 81.34%, 81.42% respectively. The aver-
age accuracy rate for proposed method is 98.16% (UGR 16). This 
result clearly illustrates that the proposed method of intrusion de-
tection gives better results with respect to the classification accu-
racy ratio and less false acceptance rate. Finally the comparison of 
the existing techniques is given in table 3.

Table 3: Comparison of the existing techniques. 
Techniques Accuracy

SVM/Naïve Bayes [16] 93.95%
ANN/SVM [44] 94.02%

Classification and Regression Trees (CART) [6] 87.74%
Hybrid three decision Tree [43] 83.14%

MNBIDS [5] 95%
Proposed Technique 96%

In order to give the clear view of the proposed work, the dataset, 
data pre-processing, Feature Selection Techniques, Classification 
algorithm and evaluation metrics in the proposed work and exist-
ing works are clearly compared in table 4.

The proposed trust-based adaptive security system is the de-
fensive approach. It provides one of the efficient solutions for cloud 
data security and privacy problems [4]. The sensitive and confiden-
tial information from the data user and service providers can be se-
cured using the proposed method. A proposed system is a security 
tool that captures and monitors the network traffic and system logs 
and scans the system/network for suspicious activities. It further 
alerts the system or cloud administrator about the attacks [15]. A 

Table 4: Comparison of evaluation of different classification algorithms performance.

Reference Data set Data preprocessing 
Techniques

Feature Selection 
echniques

Classification 
Algorithm Evaluation Metrics

[16] NSL - KDD Convert nominal attribute to 
binary attribute non-numeric, 
dimension reduction, Normal-

ization

CfsSubsetEval SVM Naïve Bayes SVM -accuracy of 93.95

[44] NSL - KDD Reduce features Correlation

Chi-Square

ANN

SVM

ANN with Wrapper (cor-
relation) accuracy 94.02%

[6] UNSW - NB15 Categorical features

remove redundant and

irrelevant features

Random

Forest

Classification and

Regression Trees

(CART)

Accuracy 87.74

[43] NSL - KDD Data Normalization CART tree Hybrid three decision 
tree

Accuracy 83.1485,

Precision 97.2193, recall 
72.4694, F-score 83.0394

[5] Real Time Data KDD 
Cup 99 dataset

Data normalization and  
feature extraction

Hybrid feature

selection

MNBIDS Accuracy 95%, Precis ion 
98%, recall 99%

Proposed 
work

UGR’16 Standardization XGboost Deep learning Accuracy - 96%, Precision 
98- , Recall -99 , F-score 

- 98
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feature of the proposed system is periodic monitoring and it pro-
vides behavioural patterns both for normal and abnormal activities 
[45].

Conclusion
The authors proposed a trust-based security model for intru-

sion detection systems in this study, which uses a highly scalable 
architecture on commodity hardware servers and can evaluate 
network and host-level activities. In order to handle and analyse 
very large scale data in real time, the framework used a distrib-
uted deep learning model. On several benchmark IDS datasets, 
the deep learning model was chosen after a thorough evaluation 
of their performance against classical machine learning classifiers 
[14]. Furthermore, the researchers used the suggested model with 
the XG boost method to detect attacks and intrusions by collect-
ing host-based and network-based information in real-time. When 
comparing deep learning to traditional machine learning classi-
fiers, have found that deep learning consistently outperformed 
them. In NIDS, the suggested architecture outperforms classical 
machine learning classifiers that have previously been deployed. 
To the best of knowledge, the framework could really collect the 
network-level and host-level actions in a distributed manner utilis-
ing deep learning to deliver more accurate protection [34]. The 
suggested framework’s performance can be improved even more 
by including a module for monitoring network intrusion events. 
The suggested system’s execution time can be improved by adding 
more nodes to the existing cluster.

The results show that the method provides excellent levels of 
accuracy, precision, and recall while also requiring less training 
time. We examined the model’s capabilities using both benchmark 
datasets, which revealed a consistent degree of classification accu-
racy, unlike most earlier studies. Despite the fact that the model 
has produced the above encouraging results, has to be acknowl-
edged that it is far from flawless and that there is still potential for 
improvement. The first avenue of improvement in the future work 
will be to examine and extend the model’s capability to handle 
zero-day attacks. The enhanced model’s merits will next be dem-
onstrated using real-world backbone network traffic, which will be 
used to supplement the existing evaluations.
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