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Information security is vital in comparison to a company’s con-
fidence on information technology. When a company’s knowledge
is at risk, it’s obvious that should be used information security
technology. However, current information security knowledge only
addresses a small portion of the problem of information risk. In
fact, evidence is mounting that information security technologies

do not adequately minimise information risk [1].

Information security is essential because information technol-
ogy introduces threats. In general, information may be unlawfully
disclosed, modified in an inappropriate manner, or deleted or lost.
Cooperation of an appreciated information strength will result in
money losses to the information’s owner, whether acknowledged
or not; the loss could be direct or indirect service pause, damage
to the information’s possessor’s reputation, loss of competitive ad-

vantage, legal liability [1].

Nowadays, the rate of data generation and storage far outpaces
the rate of growth. Big Data refers to a massive data set that is used
for computational analysis. The term “big data” refers to the stor-
age and analysis of massive amounts of data. Big data has three
main characteristics: volume, velocity, and variety. There are nu-
merous problems and obstacles in big data that must be overcome
in order to save and recover data. These are the most difficult tasks
in big data [2].

The focus here is mostly on privacy and security issues in big
data processing and analytics. Data privacy, data management, in-
tegrity constraints management, and framework security are all
essential factors in big data. Privacy and security differ in that pri-
vacy focuses on data that is correctly collected, shared, and used,

whereas security focuses on data that is mistakenly obtained,

Received: February 24, 2022

Published: March 01, 2022

© All rights are reserved by Imran Anwar
Ujan.

shared, and used. Data discrimination, masking, and anonymiza-
tion are rendered impossible, security intelligence and compliance
auditing are rendered obsolete, patents and copyrights are ren-
dered obsolete, and information security itself becomes a huge, big
data concern. The purpose of security is to keep data safe from in-
truders. As a result, the fundamental purpose of big data in security

is to provide intelligence in the face of real-time threats.

e  Through privacy analysis, real-time security and compliance

monitoring detect problems in real time.

e By checking the input data source, endpoint input validation

is utilised to identify the reliable data.

e To protect the database storage of the data, protected data-

base storage and transaction log file auto tiring are required.

e  Secure computations in a distributed context by using map-

pers and data protection as preventative measures.

e Information Security data from a variety of sources, includ-
ing commercial websites, social networking sites, the health

division, and financial services, among others.

Big data is critical in a variety of industries, including finance,
information technology, aerospace, and medical applications. As
a result, there are ongoing difficulties that must be addressed as
technology advances and data accumulates at an unpredictably
rapid rate. In the near future, security retaining strategies in big

data may be researched [2].
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