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Abstract

Blockchain technology has seen a massive amount of growth over the years, starting in 2009. The goal of the creation of blockchain 
technology was to reduce the power of third parties during transactions. However, blockchain technology gained much attention in 
the use of cryptocurrencies, especially bitcoin. Bitcoin is executed by changing physical cash to electronic cash at stated rates. Digital 
signatures identify individuals on the platform. The new proposed algorithm is implemented under Python using the SAGEMath 
library and evaluated. In our approach, only parties involved have copies of transactions that take place between them; however, in 
doing that, security becomes the most significant problem. This leads to introducing a novel algorithm that uses mathematical model-
ling to solve problems in other application areas for blockchain. We increased the number of nodes between 10 and 60 and observed 
that the proposed algorithm's running time remained at 9 seconds for 20 nodes, similar to PoW and PoS, whose running time was 
around 9 to 10 seconds. However, when the increased the number of nodes was increased to 60 with the exact transaction details, we 
observed that the running time of the proposed algorithm remained the same as 10 nodes [4 - 9 seconds], and the running-time for 
PoS and PoW algorithms increased to 42 and 30 seconds, respectively.
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Abbreviations
PoW: Proof-of-Work; PoS: Proof-of-Stake; AI: Artificial Intelligence; 
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Introduction 
Blockchain technology is gaining more prominence in the fi-

nancial and healthcare sectors, government agencies, utility com-
panies, and implemented in Internet of things applications. Block-
chain is viewed as an open, distributed ledger that is capable of 
recording transactions that takes place between two parties effi-

ciently and in a permanent and verifiable way. Blockchain is a trust-
less network because parties can transact even though they may 
not trust each other [1,2]. The introduction of blockchain technol-
ogy in the various industries have opened up the field to fully im-
plement smart contracts. Other transactions such as digital assets, 
remittance, online payment, public services, reputation systems, 
and security services can take place on the blockchain platform.

Smart contracts are deployed using the blockchain platform in 
two ways; the actual development and the deployment of the con-
tract terms. Although a number of works have been proposed in lit-
erature on smart contracts, the actual development of the contract 
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is seen mainly in Ethereum which has received little or no attention 
in academia and industry at large [3,4].

In the traditional blockchain, the network is formed when: 1) 
transactions are broadcast to all nodes after they have been newly 
created; 2) each node in the block collects the new transactions; 3) 
each node provides a difficult Proof-of-Work (PoW) for its block; 4) 
when the PoW is found and broadcast to all nodes; 5) the block is 
accepted if the transactions on it are valid; and 6) the nodes pres-
ent on the network expresses their acceptance by adding the block 
to the chain on the network and finally uses its hash as the previous 
hash for the new block [5]. In the proposed blockchain architec-
ture, the network does not opt for the PoW as a solution from a 
user. Also, all the members on the network do not need to accept 
the block, the platform will provide the PoW, and only the nodes 
involved in the transactions will accept it for their operation.

The introduction of blockchain technology removed totally, 
third parties in transactions. This technology makes users trust in 
computations rather than third party organizations. Trust in com-
putation on blockchain platform is made possible by the PoW and 
the Proof-of-Stake (PoS) algorithms [6]. The blockchain technology 
applied in Artificial Intelligence (AI), Internet of Things (IoT), Med-
icine has led to the rising of new problems in IoT and AI devices 
that cannot provide the computational power required to support 
the PoW and PoS [7].

One key implementation of blockchain is the bitcoin. The bitcoin 
enables the creation of a peer-to-peer (p2p) version of an electron-
ic cash which allows online payments to be sent directly between 
two parties without the use of a financial institution [2]. Bitcoin 
is executed by changing physical cash to electronic cash at stated 
rates. Digital signatures identify individuals on the platform. Users 
sign-in on the platform with a public key and a private key. Hash 
code is used to identify transactions as each block has a unique 
hash that consists of the hash code of the previous block and the 
transaction number. This information is added to the chain as more 
transactions are performed.

In reaching agreements between parties, the information shared 
during the contract negotiation process has to be confidential. The 
current blockchain technology does not provide the needed confi-
dentiality because it is a public ledger. The agreement is success-

fully reached between parties without breaching the laws of finan-
cial bodies. Another key challenge in blockchain technology relates 
to its performance. Blockchain has limited scalability, throughput 
bottlenecks, latency in transactions, and storage constraints. These 
challenges greatly impacts the performance of smart contracts. 
Also, the process of solving a cryptographic puzzle require the 
computing power of miners. Miners get reward for contributing 
their computing power for finding a new block. It is a challenge for 
an individual miner to find a block, hence miners usually join more 
mining pools to contribute their computing power [8].

In this paper, we took into consideration these problems in the 
existing blockchain technology by providing a blockchain system 
that implements a private ledger and does not rely on miners to 
solve puzzles or computations. In our approach, computations are 
performed in the blockchain system thereby, passing the needed 
memory requirement and computational power to manufactur-
ers. This provides trust and solves the issue of high computational 
power and memory requirements to enable the use of blockchain 
on IoT/AI devices.

Related works

Blockchain Technology (BT) has seen innovations that have 
shaken the digital world. BT may be applied in enabling value 
chains, building closer customer relationships, fostering faster 
product innovations, and initiating quicker innovations with IoT. 
BT has gained wide attention from both industry players and aca-
demicians. BT is a distributed ledger technology commonly known 
for its application in cryptocurrencies. Blockchain is defined as a 
network of computers that most users unanimously accept the 
transaction before it can be added to a block [9]. Even though the 
blockchain was first applied in financial operations, its application 
areas range wide, and potential for research growth is very high. In 
the digital era, data has an equivalent value to money; the block-
chain technology has a future in keeping various forms of data and 
preventing cyber-attacks [10].

The blockchain is a sequence of blocks that stores transactions 
in the form of a ledger and a linked list since every block contains 
information that points to the next block [4].

The implementation of blockchain to implement bitcoin (i.e., 
cryptocurrency) has recorded over 69.5 million transactions since 
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its inception in 2009 till 2015 [11]. Bitcoin (btc) is an online com-
munication protocol that facilitates the use of virtual currency and 
electronic payments [12]. On the bitcoin platform, any user can 
become a miner (that is a transaction verifier). Miners solve math-
ematical computation attached to a transaction to prove the legiti-
macy of the transaction before the transaction goes through. The 
platform makes the computations (puzzle) tougher so that the time 
taken to add a new block of transaction is exactly 10 minutes [5]. 
Miners receive 5btc every time they solve a puzzle correctly. Miners 
post a block that contains PoW to ensure that no illegal transaction 
is added to the block. In effect, miners vote on the correct transac-
tion, and no transaction is, in turn, complete until it has been added 
to the chain of blocks [13].

The process provides greater assurance of legitimacy of trans-
actions, but it is also time-consuming considering the time it takes 
to validate one bitcoin transaction. There are identifiable chal-
lenges that come with the implementation and use of Bitcoin. The 
implementation challenges are: 1) the platform does not provide 
proof for first-come-first-serve (FCFS) services. For example, if two 
users request for 50btc from a user having 50btc the first transac-
tion to be validated goes through, that is, the user with the good 
connectivity and the simplest puzzle attached to their transaction 
gets the 50btc; 2) the blocks are linked together in the form of a 
chain making it easier to validate if the user has the needed amount 
of Bitcoin (btc) required by the other user; 3) the platform does not 
require additional information from the user when signing up on 
the platform, therefore, allowing for anonymity [4].

The use of miners poses several challenges in solving puzzles 
provided by the blockchain platform, miners apart from receiv-
ing 50btc for solving the puzzles also receive extra income when 
buyers or sellers involved in a bitcoin transaction decide to pay a 
transaction fee. As at March of 2014, 97% of transactions included 
a transaction fee causing a reduction in the amount miners receive 
to 25btc. Mining causes addition computational costs. As at 2015, 
more than 173 megawatts of electricity had been consumed to 
solve and upload the PoW block on the blockchain platform. Re-
cently, effective mining requires high computing capabilities and 
access to low-cost electricity. Bitcoin does not provide a way to re-
verse transactions or cancel unwanted transactions, once a trans-
action has been validated necessary changes are made to the us-
ers’ wallet. Another challenge relates to the exchange rate services 

(ERS). ERSs of blockchain platform do not go through a central 
body due to the decentralized nature of the technology. This causes 
breaking of laws of ERSs. The exchange rate prices provided by the 
bitcoin are computed in real-time by referencing an amount of con-
ventional currency, therefore, making the bitcoin of today resemble 
a payment system.

Blockchain application areas, models and mining methods 
Application areas

Blockchain technology has been applied in so many areas apart 
from finance. Some of which are.

Artificial intelligence (AI)

Artificial intelligence (AI) and blockchain technologies are 
gaining traction at an incredible rate. Both technologies are tech-
nologically complicated and have multidimensional business 
ramifications. However, a prevalent misconception regarding the 
blockchain concept in general is that it is decentralized and not 
controlled by anyone. The creation of a blockchain system, how-
ever, is still assigned to a group of core developers. As an example, 
a smart contract is a collection of codes (or functions) and data 
(or states) that are developed and published on a blockchain (say, 
Ethereum) by various human programmers [14].

Swan advocated using blockchain technology to construct 
thinking agents, or the brain as a decentralized autonomous com-
pany, in the areas of biological science and artificial intelligence in 
2015 [15]. Blockchain thinking will be an input-processing-output 
computational system that will allow for the spread of ideas and 
potentials through self-mining blockchain models. Data from out-
side the system, such as sensory data, and data from within the sys-
tem, such as a memory, will be inputs to the blockchain system. The 
inputs will be brought into a specific location for processing, and 
the outputs could include taking action, conducting a transaction, 
or making a note for a future action. We might also have personal 
thinking chains, which contain all of a person’s thoughts and are 
gathered utilizing brain-computer inferences, cognitive nanoro-
bots, and other data collection techniques. All of a human’s subjec-
tive thinking and possibly consciousness might be stored via this 
method of instantiating and storing, allowing for a more exact defi-
nition of consciousness [16,17]. Blockchain could be used to man-
age electronic medical records. The concept is to use blockchain 
to store connectomes, which will allow individuals to experience 
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what it’s like to be us at a moment by sharing our thoughts, affect, 
and valence. It has a memory, storage, and file-serving architecture.

Internet of things (IoT)

Blockchain was introduced as the next security booster. IoT 
makes use of the current client-server approach which causes im-
plementation issues during synchronization of these devices [5]. 
Using blockchain on IoT devices makes synchronization easy be-
cause it is a distributed system. According to the author, the main 
drawback to IoT is their dependence on the cloud, and he stated an 
example of a denial-of-service attack launched on Dyn a US-based 
DNS provider and most of the Ip address traced back to IoT devices, 
this was because the devices had been infected with a virus called 
Mirai [18]. This virus takes control of Internet devices and utilizes 
them to execute DDoS attacks. Phishing emails were used to infect 
a computer or home network as part of the infection process. After 
that, the infection spreads to other computers and devices. The de-
centralized blockchain approach helps solve the problems caused 
due to reliance on a centralized cloud account. The anonymity that 
blockchain supports is good in the implementation of IoT devices 
because user information needs to be kept private even in the shar-
ing of information.

IBM’s use of blockchain to track high-value commodities as they 
move throughout supply chains is an example of blockchain’s in-
tegration with IoT devices. This service is provided via their large 
cloud infrastructure. The data from connected devices are trans-
lated into transactions that the blockchain needs. The platform 
also filters events and guarantees that only the information needed 
to fulfill contract terms is sent, which is commonly done using an 
Ethereum smart contract. As long as the data entered is correct, 
the platform is reliable and the transaction has not been tampered 
with [19]. Wireless sensors and IoTs have improved technological-
ly, making it easier to connect multiple devices and transport data 
even from remote locations. Table 1 presents the major differences 
between cloud-based and blockchain-based architecture for IoT.

Health care

In the health sector a lot of academic scholars have come up 
with the different areas which the blockchain can help improve 
health services to humanity such as public health care, medical re-
search, consumer-oriented health care, pharmaceutical sector [20-
23]. In the pharmaceutical industry the blockchain can be used in 

Challenges Cloud-based Blockchain-based

Cost and 
capacity  
constraints

The rapid expansion of 
IoT devices has resulted 

in a significant degree 
of demand from cloud 

service providers.

Devices can  
communicate without 

the assistance of a 
central server. The 

platform allows  
devices to interact, 

share data, and  
perform activities.

The architec-
ture

In traditional IoT 
architecture, each node 

operates as a single 
point of failure, causing 

the entire network to 
go down. It’s subject 
to DDOS attacks and 

hacking.

Each transaction is 
digitally signed with 
the sender’s private 
key and can only be 

opened with the user’s 
private key in the 

blockchain  
architecture, ensuring 
that only the sender 
could have sent it.

Susceptibility 
to manipula-
tion

There’s a good chance 
that the data was  
tampered with.

Blockchain is a  
decentralized system 

in which adding a new 
block to the chain  
requires proof of 

work, making data 
manipulation ex-
tremely difficult.

Table 1: Differences between cloud-based versus  
blockchain-based architectures.

solving the issues of counterfeit drugs entering the supply chain. 
Most pharmaceutical companies are implementing the blockchain 
as one of the methods to provide transparency through the supply 
chain; blockchain can improve transparency in the supply-chain in 
two ways: 1) by harnessing Internet of Things (IoT) using smart 
contracts to strengthen security, and 2) by tackling the problem of 
counterfeit drugs capable of entering the supply chain and reach-
ing patients. In [24], the authors proposed blockchain for keep-
ing health records of patients but in their approached there was 
the lack of a model on which medical cases can be built. In table 
2, some key advantages and disadvantages of using blockchain in 
healthcare are presented.

The smart contract’s terms of the contract will be compliant 
with rules in order to ensure proper distribution. Sensors are uti-
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Advantages Disadvantages
There is a high level of se-
curity since the more nodes 
in the system are added, the 
lower the danger of failure.

The deployment of blockchain 
technology is not well  

understood by medical profes-
sionals.

Because the blockchain 
is decentralized, it avoids 
single point failures that 
can occur in cloud-based or 
server-based systems.

There are presently no sources 
for authentication and  

authentication of data sources.

Because any action may be 
monetized, hospitals can 
build brand value without 
handing away equity.

Because there is no government 
authority to identify blockchain 

as a technology, there are no 
restrictions in place.

The use of blockchain to 
store health records and 
data can help to standardize 
the process.

A blockchain model on which 
medical practices can be created 

is currently unavailable.

Table 2: Advantages and disadvantages of using blockchain in 
medicine.

lized to monitor each drug throughout shipment, and the data is 
relayed to the platform, where the smart contract assures that the 
medicine’s conditions are consistent with set standards. The sys-
tem’s main feature is that it allows users to track when a product is 
deficient as well as the consumer who was using it at the time the 
deficiency was discovered. The distributed platform provided by 
blockchain allows multiple health practitioners to share informa-
tion about patients when offering public health services. For ex-
ample, if a patient had to move out of town and became ill, the doc-
tor would not have had access to the patient’s medical records and 
would have treated the patient based on recent symptoms. Now, 
thanks to this system, the doctor can access the patient’s medical 
record and treat the patient based on medical records. The applica-
tion of blockchain in healthcare services is difficult due to a lack of 
data privacy and effective security. Because doctors are compelled 
by law to keep their patients’ information private, a blockchain that 
serves as an access control manager for health data is needed.

Blockchain and library management

Information retrieval is considerably easier and faster than it 
has ever been in our modern digitalized society. Despite the fact 
that information may be obtained from a variety of sources, it is 

still necessary to provide a dependable source of knowledge, which 
libraries give. Libraries have been hesitant to incorporate emerg-
ing technologies into their services. When borrowing a book, for 
example, the method remains unchanged from decades ago: all 
borrowed books must be returned to the library before being bor-
rowed again. Furthermore, there is sometimes a lack of cooperation 
between libraries, resulting in consumers registering many times 
to borrow books from different libraries. A technology that makes 
such procedures easier and faster can benefit both patrons and li-
braries. To that end, blockchain technology provides a transparent 
resource management system that libraries can use to deliver such 
systems in a safe and convenient manner. For two parties to have 
a trustworthy transaction, the blockchain eliminates the require-
ment for a central authority [25].

The use of blockchain in libraries was proposed to keep library 
records. However, its implications are: 1) allowing for the pub-
lishing of authentic journal articles and, 2) digital rights manage-
ment, allowing readers to access the right articles and writers to 
earn properly [26]. The authors of [27] suggest a blockchain-based 
smart library management system. The solution eliminates the 
risk of data tampering by utilizing blockchain technology’s unique 
workload proof methodology and consensus mechanism, as well 
as solving the central system’s inefficiency and security issues 
through distributed accounting. The answer to complete proof au-
diting and stocktaking in today’s modern libraries is blockchain-
based library management systems, which are transparent and im-
mutable records. The usage of copyright digital content is limited 
by the blockchain library management system [28,29].

Programming languages

As a primary way of providing accounting of the ?code is law’ 
that specifies agreements between parties, blockchain program-
ming allows stakeholders to still trust the platform to execute the 
agreed-upon contract (known as smart contract) as planned. In 
principle, it appears simple, but in practice, it is rarely the case.

Blockchain has been used to create programming languages 
such as hypertext and Ethereum that allows people to run and 
build programs that enables them to update the shared state), 
but programs written on this platform were bug prone and these 
bugs could not be fixed because programs are irreversible. This 
programming is known as solidity. Obsidian was introduced as a 
new programming language for blockchain that provides fixes to 
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the security bugs issues of solidity. Obsidian is an object-oriented 
programming language that uses the state first-class, which means 
that the methods that can be invoked on an object are determined 
by the object’s current state. The blockchain has seen significant 
advancements and a wide range of applications [30].

Scilla is a mid-level programming language that may be used as 
a compilation target as well as a standalone programming frame-
work. Scilla provides high safety guarantees through type sound-
ness, using System F as a foundational calculus. It creates a clear 
distinction between the pure computing, state-manipulating, and 
communication portions of smart contracts, avoiding many of the 
known difficulties associated with byzantine execution. Scilla is an 
explicitly typed functional programming language that encodes 
common operations for blockchain applications through higher-
order functions, an imperative fragment, and explicit effects [31].

The Linux Foundation and IBM created and support Hy-
perledger Fabric, one of the most popular opensource blockchain 
permissioned platforms that has already been used in many indus-
trial scenarios. One of the platform’s distinguishing features is that 
it offers a smart contract system that is based on general-purpose 
languages rather than ad hoc ones. The Hyperledger Fabric net-
work is made up of peers that can play three different roles. En-
dorser responsible for receiving and executing transactions (trans-
action proposals) from client applications. The peer in charge of 
creating transaction blocks is known as the Orderer. Committer 
that validates all transactions contained in the received block and 
applies the block to the ledger [32].

Models

Models have been proposed for the different application areas 
for blockchain [7]. The most recently used models proposed in lit-
erature for blockchain technology are provided in this section. The 
models include - the Bitcoin Model (A block is a set of transactions. 
the parent block or genesis block is a block from which other block 
inherits, it is the starting block in a chain of blocks. It does not have 
any preceding block. A block contains a block header and the block 
body):

• Previous hash: Is a 256-bit value that points to the previous 
block in the chain.

• Nonce: Is a 4-byte field that increases for every hash calcula-
tion.

• Timestamp: It uses current time of current transaction as 
seconds. 

• Merkle tree root: Contains the hash value of all transactions 
in a block. The transaction and receipt root are all stored in 
the Merkle root.

• nBits: The current hashing target in compact form.

The blockchain uses digital signatures to determine if a trans-
action is coming from an expected user or otherwise. When Alice 
sends a request to Bob for bitcoin, she signs the transaction request 
using her private key, when the message gets to Bob, Bob uses the 
available public key for Alice to decrypt the message and sends 
back the bitcoin to Alice if the bitcoin requested is not greater than 
the amount of bitcoin Bob has in his wallet [6,18]. The Blockchain-
IoT Model has helped visualize the synchronization of various IoT 
devices for better sharing of data across these devices. However, 
the IoT models vary for different manufacturers, that is there is no 
shared platform for IoT devices independent of their manufactur-
ers [15]. The Blockchain-Hypertext Model (i.e., the Hyperledger 
blockchain) model was built to support the blockchain program-
ming language solidity, it uses the HTML and runs on Ethereum’s 
virtual machine [16]. The Blockchain-Obsidian Model unlike the 
hypertext which is just applied directly on Ethereum’s virtual 
machine, Obsidian is an object-oriented programming language 
developed for blockchain it is used like the hypertext language in 
blockchain [16]. The Blockchain-Health Model so far all the models 
proposed under for use in health studies are just concepts on what 
the blockchain can do in the field of health. In the field of pharmacy, 
the blockchain is said to be used in the supply chain to help reduce 
selling of counterfeit drugs [33]. Finally, the Blockchain-AI Model is 
closely related to the field of IoT and both employ the use of sen-
sors [15].

Computational algorithms
Proof-of-work (PoW)

The PoW is a computational algorithm in which nodes compete 
based on their computational power. The PoW algorithm operates 
by scanning through a system for a value that when hashed starts 
with zero bits. The addition of nonce as shown in figure 1 is added 
to the original value to accomplish the requisite number of zero 
bits. In PoW, the block cannot be altered when a nonce is found and 
the PoW has been satisfied by the miners. In a typical blockchain 
network that applies the PoW, the computations to be solved are 
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thrown to miners to solve and the solutions to the computations 
are uploaded to the network, the transaction is only confirmed 
(that is the block is added to chain) if and only if solutions generat-
ed are correct. The PoW algorithm uses an interactional hash back 
method as proposed by Adam Back. It is interactional in the sense 
that puzzles are thrown to nodes called miners to solve. The com-
putational cost is borne by the miners. Difficulty of the computa-
tional puzzle thrown to miners is increased so as to ensure that the 
computational results of a block is different for a particular block 
[34-36]. Since pool operators need to find an effective approach 
to evaluate the contributions of miners in the pool, the blockchain 
network require solutions to be submitted by miners. This method 
of evaluation is challenging due to the level of difficulty in finding a 
valid block within the system [8].

Figure 1: Two blocks within a PoW blockchain system.

Proof-of-stake (PoS)

The PoS was brought about by a need to reduce the computa-
tional power required to solve the computational puzzle thrown to 
miners. Proof-of-Stake also means Proof-of-Ownership. The nodes 
that want to mine the next block participate in a bid, the node with 
the highest bid gets the chance to mine the next block. This causes 
an increase in the number of miners to mine the blocks and re-
duces the incentives paid to miners [37-41].

Smart contracts

In this section, an overview of smart contract is provided. The 
popularity of programmable open distributed consensus systems 
based on blockchain technology has sparked interest in replicat-
ed stateful computations, sometimes known as smart contracts. 
Smart contracts regularly manage millions of dollars’ worth of 
virtual currency, as blockchains are mostly employed in financial 
applications [31]. Smart contracts was first defined by Nick Szabo 

as a computerized transaction protocol that executes the terms of 
contract [42]. Alternatively, smart contract may be defined as a set 
of promises specified in a digital form, including protocols within 
which the parties perform on these promises [43]. They are typi-
cally deployed and secured on blockchain technology. In smart con-
tract, trust only exists in formal relationships and smart contracts 
help users to reach a state of trust to transact with one another 
digitally. Blockchain helped provide a platform on which this idea 
could be fully implemented because it totally eradicated the use 
of third parties. So, trust on this system is provided via smart con-
tracts i.e. computational PoW or PoS along with other computa-
tional proofs that exist. Smart contracts are very useful for digital 
transactions because they verify the transactions before it is al-
lowed to go through this verification process is known as mining. 
Smart contracts are a vital part of blockchain irrespective of the 
application area in which it is used as data verification is necessary. 

Proposed blockchain model

In this section, we provide an overview of the blockchain mod-
el proposed in this paper. In existing blockchain models, data is 
shared on the network when nodes request for a transaction. A 
new block is formed and before the block is added to the chain the 
system throws puzzles to be solved to the miners and the miners 
return the solution which allows the block to be added to the chain 
only after this transaction is complete.

In the proposed approach, the system solves the puzzle and up-
loads the computational results; the only entity that interacts with 
the system is the node that request the transaction and checked 
the block. The addition of codes to identify individuals took into 
consideration the need for privacy on the healthcare model and the 
change of the PoW model took into consideration the requirement 
of a PoW model that does not require as much computational work 
as current proof of work and state. Figure 2 shows the manner in 
which chain of blocks are connected in our model. The blocks are 
connected together in the form of a chain and every new block 
added contains information about the previous block which is the 
hash. When nodes connect to the platform, the nodes are assigned 
the codes along with their digital keys. Transactions are stored on 
every node on the network but the transaction may be stored with 
or without encryption. Encrypting the transactions or not depends 
on whether the assigned codes match with the codes of the gener-
ating nodes as illustrated in figure 3.
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Figure 2: The proposed blockchain model.

Figure 3: Transactions with or without encryption.

Algorithmic-based solution

In this paper, in generating the mathematical equation, the first 
form was a homogeneous differential equation: .

A homogeneous equation was used because the process of 
checking for homogeneity can be used to determine the validity of 
a block. The adopted homogeneous equation (See equation 1) was 
such that:

  --------------(1)

From Equation (5), x represents the dependent variables and y 
the independent variable. x- represents the number of nodes and y 
represents the server token and the amount to be transferred dur-
ing the transaction. 

To evaluate the equation, we set the number nodes to 5 and the 
servers to 4 to obtain Equation 2.

    ------------ (2)

The level of difficulty d, was determined as the squared of be-
cause the complexity of the equation should increase in sequence if 
the equation is to the power of three, then the puzzle will immedi-
ately become a polynomial, i.e. an equation raised to three, then the 
time required to solve increases as shown in Equation 3.

   ------------ (3)
 

The first differential when d is made is 25 - 40xy + 16 us-
ing the perfect square trinomial. The differential when d is made 
is . The differential 
equation method makes it challenging to determine the number of 
coins held by the node sending bitcoins, but it defines the number 
of coins to be sent. The verification for the number of tokens in a 
user wallet is not made. We compared the server tokens (i.e., the 
amount available on the server) and the tokens available in user 
wallet to determine the effect of the independent variable (that is, 
the server token) and the dependent (i.e., the number of nodes). 
The problems described above were solved from an algorithmic 
point of view. A brief description for the process are discussed 
based on code assignment, mining and computation of token.

Algorithm for assigning codes

The algorithm for assigning codes is used in defining the com-
ponents of the hash for a block on the network. The hash is as-
signed when a new block is added to the chain. This algorithm is 
represented as follows:

Algorithm 1 Algorithm for Code Assignment to a New Block

Step 1: Start

Step 2: Declare method H (bool s||x)

Step 3: Then declare variables int code, int nonce, timestamp, 
int previous_hash, int no_of_block, int T

Step 4: Check for genesis block no_of_block = 1 + no_of_block

Step 5: If (no_of_block ==1)

Then initialize int hash = code + nonce + timestamp +T Else 
hash = previous_hash + hash.
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Mining algorithm

The mining algorithm is implemented using the following pa-
rameters.

X: Is a random 128-bits number to make it impossible for two 
blocks to have the same computation starting point when two 
transaction requests are sent at the same time. k: is the work factor, 
i.e. the first bits of the hash function.

S: Is the string of bits generated in the transaction. i.e., the num-
ber of bitcoins being transferred during the transaction. It is used 
based on the service name to prevent mints on a server being used 
on another server.

T: Is the number of bitcoins available in the user’s wallet. i.e., 
tokens

If (v ≥ s)

Then compute ();

For every new transaction request.

To model the behaviour of the nodes in the network, we repre-
sented the server tokens and the number of tokens the node owns 
to the actual number of tokens being sent. The algorithm mathe-
matical represented as s = {0,1,...}∗, where s is the set of tokens or 
coins to be transferred during a transaction, si is the leftmost and 
rightmost bit, si...j is the bit substring between i and j. This is also 
tied with a service term making it impossible to transport a server 
to a user over another server.

s = si||...||sj                 -------(4)
Algorithm 2 algorithm for mining:

Step 1: Start after hash is determined

Step 2: Declare the method to compute the puzzle if (H==h)

Then public compute ()

Else Discard block.

Algorithm to perform computations

This algorithm is for performing the actual proof-of-work or 
mining to add the block to the chain of blocks, and this is done 
when all required pre-conditions are met, i.e., the number of to-
kens the node is attempting to send is not higher than the number 
of tokens in the node’s wallet.

Algorithm 3 algorithm for mining

Step 1: Start.

Step 2: Declare variable double compute, int s, int w; (Where s rep-
resents the number of bitcoins involved in the transaction and w 
represents the hash code for the transaction). 

Step 3: Declare method public Compute () PUBLIC: hash function 
hash () with output size k bits V: value(T): it evaluates the token.

Performance evaluation and discussions

In this section, we use SageMath mathematics software system 
(version 9.0) to design the experiment and run the data analysis 
in Matlab. The implementation and testing was done in SageMath 
library under the Python 3 programming modules using machine 
(Lenovo Thinkpad L480) with the following computing specifica-
tions - CPU (Intel Core (TM) i5-8250U 1.60 GHz -1.80 GHz), and 
memory (16.0 GB) and evaluated. In the simulation, the number 
of nodes employed in the system ranged between 2 to 70 nodes. 
We performed sensitivity analysis to determine how the differ-
ent values of an impacted the entire network under the following 
assumptions: 1) every set of nodes on the network is a ’correct’ 
node (that is no transaction is, in turn, complete until it has been 
added to the chain of blocks) and 2) every account is an ’accurate’ 
account (that is the transaction has not been tampered with). Fig-
ure 4 shows the complexity of the three algorithms studied in this 
paper. The complexity of the proposed algorithm increases in con-
trast with the proof-of-stake and proof-of-work algorithms. The 
complexity for the proposed algorithm increases at that speed at 
first because computations are generated for the first time on the 
setup test network, and the cost of mining is borne by the network 
increasing calculation complexity to set up the first puzzles for the 
network, so complexity for proposed algorithm is approaching 20 
for the first 10 nodes. The proof-of-stake performs better than the 
other two algorithms because mining on the proof-of-stake was 
done with bidding for the right to compute taking place only ones 
on the testing server. The proof-of-work performed better because 
mining on the node took place at a constant pace and difficulty lev-
els increased.

In figure 7, the proposed algorithms’ complexity performs rela-
tively better, and the complexity increases at a fair pace with an 
increase in the number of nodes and transactions performed by 
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Figure 4: Time complexity for 10 nodes.

Figure 5: Time complexity for 20 nodes. 

Figure 6: Time complexity for 50 nodes.

Figure 7: Running time for 10 nodes.

Figure 8: Running for 20 nodes.

Figure 9: Running for 20 nodes. runtime to increase to 20.
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Figure 10: Running time for 50 nodes.

Figure 11: Running time for 60 nodes.

the nodes. The reason being that the system no longer formulates 
new puzzles with the addition of blocks and only increases the 
difficulty level of already existing puzzle, and, the proof of stake 
algorithm complexity increases because the experiment was per-
formed with new bidding taking place every time a transaction 
request occurred. In figure 6, the proposed algorithm was tested 
by placing two trans- action requests from different nodes to dif-

ferent nodes at the same time to check for complexity and delays. 
The results shown in figure 6 indicates a spike in the complexity 
of the proposed algorithm with the running time approaching 20, 
similar to the result in figure 4. The proof-of-stake and proof-of-
work algorithms were also tested under the same circumstances. 
The spikes are as a result of calculating the delay caused by the 
other transactions. 

In figure 7, the algorithms were checked to determine their 
runtime with an increase in the number of nodes. The proposed 
algorithm runtime is seen to increase from 4-9 seconds for 10 
nodes. This is because the puzzle was already generated from the 
very first experiment performed on the network. The proof of stake 
algorithm runtime is higher than that of the proof of work and 
proposed algorithm because bidding took place each time a new 
block was formed during the experiment. Proof-of-stake the data 
was collected with the same variables in place for the first experi-
ment. In figure 8, the number of nodes was increased to 20, and the 
runtime for the proposed algorithm remained at 9 seconds for 20 
nodes, and the runtime for the proof of stake and proof of work 
remained at 9 and 10 seconds respectively. This is because the ex-
periment was performed under the same conditions similar to that 
of figure 7. The only difference was the increase in the number of 
nodes. So, it is assumed that the nodes requested transaction at the 
same rate as when the network was running with 10 nodes.

In figure 9, the nodes were increased to 30, and the algorithms 
were tested for their runtimes. This time around the number of 
transactions requested and the frequency of transactions request 
was increased in the experiment. This caused a spike in the time 
required to mine a block on the network using the various algo-
rithms.

The proof of stake and proof of work saw the highest increase 
because the cost of mining is borne by the nodes and the network, 
causing their seconds each. The runtime for the proposed algo-
rithm also increased to 16 seconds when 30 nodes were placed on 
the network.

In Figure 10, the rate of transaction request was maintained, 
and the number of nodes placed on the network was increased 
to 50 nodes. We observed a sharp decline in running time for all 
three algorithms. There was an increase in the running time to 25 
for the proof-of-stake. The running time for the proof-of- work and 
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the proposed algorithm was reduced. The proof of stake runtime 
was 25 seconds, and the runtime for the proof of work and the pro-
posed algorithm was 12 seconds each. In figure 11, we maintained 
the rate of transactions but increased the number of nodes to 60. 
The running time of the proposed algorithm was the same as in 
figure 10, and the runtime for proof of stake and proof of work al-
gorithms increased to 42 and 30 seconds, respectively.

Conclusion
The algorithm was designed to assist in blockchain implemen-

tation in other areas apart from finance. In our new approach, 
nodes that access ledger information and help IoT devices perform 
computations are verified. Based on the experimental results, our 
algorithm performed better at 50 nodes. Smart contracts may be 
applied in several applications, for example, insurance, transporta-
tion, and smart cities. Hence, future blockchain technologies imple-
menting smart contracts should be designed to accommodate an 
increased number of nodes. Smart contracts require a great deal of 
security if implemented in sensitive areas such as financial institu-
tions. Hence, researchers should provide new mechanisms to vali-
date transactions to prevent theft and spoofing. A new area where 
these could be implemented is product sorting where the imple-
mentation of blockchain could be used in sorting systems. The 
major limitation and advantage of blockchain is that when transac-
tions have been recorded further changes cannot be made, so in 
sensitive application areas like IoT faulty nodes must be checked 
and repaired to prevent the recording of incorrect data. 
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