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Abstract
The Internet of Things (IoT) is a various collection of interconnected Internet devices such as sensors, smartphones, PCs, wrist-

watches, etc. These interconnected devices can play an important role in the care of elderly adults with chronic illness, children,
communication, and more. However, cybersecurity is critical in the IoT arena because not all are completely secure from hackers and

Ransomware, viruses, malware, and other software to steal data and money can compromise sensors, smartphones, PCs, tablets, etc.
In this study, we will look at an overview of cybersecurity in IoT and take a special look at how IoT is used in the care of elderly adults
and those with special needs and how engineering solutions in IoT can help.
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Introduction
The Internet of Things (IoT) is a collection of various intercon-

nected devices which are connected to the Internet and Cloud.
These devices can be accentuators, sensors, smartphones, wearables, etc. The devices connected to the IoT generate massive vol-

umes of data and are used in a variety of social, business, government, legal, home, transportation, and healthcare domains [1].
However, there are significant challenges before the full realization

of IoT will be achieved in these domains. The primary challenge for
implementing total use of IoT is cybersecurity. Data provenance,
data integrity, identity management, and privacy are a few of the

problems facing IoT devices today [2]. Data security is key in helping IoT reach its full potential, however, today, many hackers attack

devices using Ransomware, malware, or other malicious software.

The price of personal data has reached an all-time high on the
black market today and cybercriminals target those devices easiest to compromise [1].

Currently, society interacts with technology resulting from a

major paradigm shift. Computing has become more centered on
the rapidly changing technology which captures a massive amount

of information and data as individuals and devices connect to the

IoT. The purpose of connecting many devices to the IoT is to control

actuators. There are millions of devices that are interconnected,
including medical implants, appliances, artificial intelligence ma-

chines, etc. With this massive number of interconnected devices
making data easily available, data security becomes key to prevent
unauthorized access to this data [1]. Societal challenges such as car
accidents can be tracked using various IoT devices and artificial

intelligent robots, however this would also make this data available to third parties who may want to utilize the data negatively.
Therefore, cybersecurity becomes the critical challenge in IoT [3].
Key challenges for IoT

Data security, data privacy, and data provenance become the

key challenges for users of IoT devices. However, as researchers
indicate, a proactive approach is needed to combat this problem
because of the widespread use of IoT devices and the lack of interconnected security protocols. Measures to prevent data theft must

be implemented to protect the privacy of users’ data [1]. Because

IoT devices tend to be switched on and connected 24-hours per
day, cybercriminals target IoT devices as easily susceptible devices

to corrupt. For example, cybercriminals may want to blackmail or

spy on someone, steal personal data, install Ransomware, or mine
for cryptocurrencies. Not only can these tasks be performed, but
cybercriminals can create a botnet with the information they ob-

tain. Therefore, a solid defense mechanism for cybersecurity is necessary to protect valuable data [2].

Botnets are being used in a many phishing campaigns, which

are popular among cybercriminals. Other cybercriminals use

spam, deliver malware, or conduct Distributed Denial of Service

(DDOS) attacks; IoT devices are a huge source of DDOS attacks.
The main problem with cybersecurity is that most IoT users do

not pay enough attention to preventing attacks or they do not want
to spend the money to buy secure software to prevent attacks. Cy-

bercriminal activities will only grow until cybersecurity becomes
a priority among smart device users [2]. With smart devices being
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used in novel ways, and the pervasive use of smart devices by most
homes such as smart appliances, smart lighting, smart baby moni-

tors, etc., cybercriminals can have their choice of ways to affect the
personal life of an IoT user [4].

15

by spam, malware, Ransomware, and other cybersecurity issues.
IoT no longer combines only the consumer product, but considers
the product, the algorithm, data, and infrastructure [5].

One example of the lack of cybersecurity standards is the use

As an example of a problem for IoT device users, cybercrimi-

of IoT in libraries. Privacy safeguards and data interoperability are

to have their records seized by Ransomware and must pay mil-

IoT can be realized in library science. As it stands, data is at risk,

nals can access a smart baby monitor and talk inappropriately
and lewdly to the child. Another example would be for a hospital

lions of dollars just to retrieve their data from a cybercriminal.

There are many methods of seizing control of a smart device and

a user’s data; it is imperative that users beware and take proactive
responses by installing strong security protocols on all devices. In

the home, there are many places a criminal can access data. Strong
security should be a priority for every IoT device user [4].
Considerations in IoT

Unfortunately, researchers have failed to consider the user as

the primary security component and currently users are considered the weakest link for security. This mistake can be a fatal flaw

as the failure to consider the human factor can prove any device to

be useless. Therefore, researchers must take an approach which
considers the user’s safety and the human factor throughout the

cybersecurity solution [4]. The primary role of IoT is to connect
people with the Internet in many ways and to deliver useful data

about the user. Smart cities, smart homes, sensors, smartphones,

etc. deliver an interconnected web of devices that connect to the
Internet for the user’s convenience. This exposure of the user’s
data to billions of people on the Internet must be carefully guarded
to protect the security of the data [3].

There are numerous high capacity devices connected to the IoT

that have the capacity to find other devices connected to the IoT
and steal data. Although the human factor must be considered,
many IoT devices communicate with each other and solutions

must consider this, and cybersecurity must provide a strong de-

key concerns for school, city, and university libraries. The need for
standards in cybersecurity is obvious so that the full potential of
can be ransomed, or malware installed. Botnets are common at-

tacks in libraries. The change necessary for libraries will require
a change in business and economic status, standards, and human

interaction. The IoT is currently sensitive to tampering; consider
what that means for transportation and safety officials, government offices, and others of critical infrastructure. Cyber-physical
systems are also vulnerable to cyberattacks [6].

Because users have not typically been considered when re-

searchers have developed cybersecurity solutions for IoT, a huge
missing link has been ignored leading to a continuation of the vul-

nerability for IoT users. By putting users at ease about what steps
are being taken to protect their data, cybersecurity professionals
can ensure more efficient standards development and reasonable

cybersecurity solutions. Researchers should begin by considering
what the users of IoT devices need, their likes and dislikes, and
what their respective goals are. Users could be more concerned

about what the device can do or how their data is protected. In this
case, cybersecurity experts need to meet the needs of the users.
Perhaps the user lacks a complete understanding of the risks associated with the use of the IoT device. The user also needs to know

his or her role in securing information and protecting data. Putting users at ease is essential in high-level cybersecurity [4]. Expert

IoT literature indicates best practices for data provenance and data

security. The best practice is that police departments should learn
from expert cybersecurity literature [7].

fensive wall against unwanted intrusion into a user’s personal data

IoT and requirements gathering for individuals with special

vidual or even access a baby monitor to spy on a child. It is a con-

apps can help users with special needs [8]. Accessibility often con-

may be inside a home, office, or government building. Therefore, it

sight, hearing, mobility, etc. It can be difficult for individuals with

while connected. It is a well-known fact that many cybercriminals

needs

firmed fact that terrorist organizations, criminals, and other ne-

cerns how well certain third-party apps can assist the disabled

have the capacity to access personal webcams to spy on an indi-

farious individuals would pay to have access to what the situation
is highly important that cybersecurity solutions take these warn-

ings into consideration and incorporate the human factor into every step of protection [3].

Lack of standards in IoT
The cascading risks of IoT continues to present challenges to in-

dividuals in every dimension resulting from the multidimensional

nature of IoT. For example, IoT combines cutting-edge technology
with big data solutions, distributed data storage, and artificial intelligence (AI). These technologies are highly sensitive to intrusion

Requirements gathering is an important part of evaluating how

with daily tasks. Users with special needs may have problems with

disabilities to make good grades, have a good quality of life, or even

live alone [9]. Third-party apps are intended to assist the disabled
in having a good quality of life and becoming independent. For ex-

ample, imagine a student who has poor sight in math class who is
unable to see the white board when the instructor writes equations

on the board. Figure 1 illustrates the special needs ecosystem along
with how disabilities relate to learning [10].

The only time the student gets a chance to see the problems is

when handouts are given at the end of class. Imagine an app that
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Diminished DDoS attacks

Figure 1: Ecosystem view of the stakeholders.
could help this student get better grades, even excel at math class
and connect the problems during the lecture. Requirements gath-

ering is the important part of testing the app’s efficiency in doing
these things [9].

The widespread portability and use of the Internet and devices

connected to the Internet have made it possible for several ways

that individuals with disabilities can use apps and tools to assist

in daily life. Requirements gathering is the first step in the process
to finding these solutions [8,10] have theorized that conventional
methods for requirements gathering have failed in gathering in-

formation from individuals with special needs due to the limited

technologies, these trends offer the researchers a unique oppor-

tunity with all the traffic that can be found on the Internet through
social media. Websites, sensors, etc. Usability and accessibility are
the main reasons why third-party apps and software fail the spe-

cial needs group. Efforts to only focus on functional requirements

and ignoring social and usability requirements elicit higher costs
and more time in development [8,10]. Over the last twenty years
or so, more and more government agencies have become advocates

for those with disabilities and now look for better solutions to development [11].

Ferati, et al. have written a comprehensive, well-thought article

access and incomprehensiveness of the data gathered. The authors

about using the IoT to aid in the research for individuals with dis-

prehensive and inclusive. By using the IoT, connections to devices

are barriers that limit access to this population, and the IoT is the

position themselves in favor of using the Internet of Things (IoT)
to gather data from various devices so that information is com-

such as laptops, tablets, computers, cellphones, sensors, etc. can
provide an accurate and complete picture of the needs for individuals with disabilities [8].

Various methods of gathering information
Because understanding of the requirements for individu-

als with special needs is difficult, and often various methods are

used to gather information, the proposed user-centered method
is most appropriate. Although current research generally depends
on questionnaires, interviews, etc., by using the IoT, data direct
from the individual can be collected in real-time and sent directly

to researchers. And potential apps can be tested in real-time and

responses noted right away because everything is connected to the
Internet. People are also using sensors, smartphones, the Internet,
etc. daily for almost everything and these devices can capture much

data. The IoT is communicating with objects and these objects are

sensing data from individuals. Researchers can take advantage of
the technologies now available [8].

Ferati, et al. take an excellent position in their research article

because as technology continues to expand and generate new

abilities. As is well-stated in the article, direct communication with

the participants is necessary to do good research in this area, there
latest technology allowing real-time data collection and one-to-one
communication regarding needs so that software and apps can be
developed timely and without much cost [8].
The elderly as a special needs population

With the ever-growing population of elderly, and individuals

living longer and fuller lives, sustainable solutions to support independent living for the elderly who have special needs is a priority.

From smart homes, fall trackers, and smartphones with GPS track-

ers, to sensors, and IoT use to provide these solutions, researchers
should be able to provide a safe and independent living environment for the elderly with special needs. Because injuries are com-

mon among the elderly, with falls being the number one documented injury, solutions that monitor the elderly patient’s status while
at home is necessary to provide a safe environment. Falls can be

the number one cause of injury, death, and dysfunction. Therefore,
a solution would be to provide the elderly special needs patient

(e.g., blind, dementia, hearing loss, etc.) with sensors and direct
real-time communication with healthcare providers in case of a
fall. The IoT is an essential part of this plan [12].
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Focused research on the elderly and IoT
Researchers have proposed and tested a single-tri-axial accel-

erometer that attaches to the elderly patient’s inner thigh to distin-

guish between a fall event and activities of daily living (ADLs). The

2.

proposed system should have two settings: fast and slow, to detect

3.

and notifies the patient and caregivers prior to the fall. Testing of

4.

between quality of life, life, and death for the elderly disabled in-

5.

fall events. In the fast mode, a fall is predicted; for the slow mode,

a fall has already occurred [13]. The fast mode has an algorithm
the sensors indicated the fast and slow modes were 85% accurate
in predicting falls [14]. These sensors could mean the difference
dividual. Independent living is in the best interest of the patient
therefore, this fall system should be further developed [13].

To implement the study, a group of elderly disabled individuals

who are blind, wishing to live independently, who have suffered
frequent falls should be selected. Sensors should be developed us-

ing the algorithm and settings and attached for a 90-day period
to the test subject. Indoor and outdoor ADLs should be recorded.
Patient education is also important, and the patient should be edu-

cated on the use of the sensors, etc. The risks that the researcher
might encounter is a fall resulting in death, loss of a sensor and

6.
7.
8.

undetected falls, and lack of cooperation by the patient or patient’s

family. The effectiveness of this plan will be evaluated by determining how many falls were predicted accurately and whether or not
the individual is able to continue to live independently.

Discussion and Conclusion

The threat from cybercriminals is a reality when using smart

devices. The IoT is complete with numerous interconnected devices connected to the Internet. A lack of standards and consideration

of the user has left the IoT devices vulnerable to cyberattacks such
as malware, spam, Ransomware, etc. Researchers need to develop

solutions which consider the user and strong data security protocols. A lack of standardization among cybersecurity professionals

contributes to the problem of cyberattacks. It is necessary to take
into consideration the examples from reality that have plagued

society such as when baby monitors get hijacked and web cam-

eras are hijacked so that criminals can spy on individuals. Also, at
risk are the government offices and cyber-physical systems in the
United States which rely on IoT for delivery of services.
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