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Abstract
Software-defined networks (SDN) are becoming more popular today as researchers seek to find novel solutions to the challenges 

present in our Internet, social media usage, and the numerous threats to data. One of the most promising technologies today is the 
SDN as we need a higher level of security, stronger equipment, and more data privacy. In this review paper, we discuss and explore 
the state of SDN, the benefits and disadvantages to this upcoming technology, challenges and future work. 
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Today, cyberspace has become a critical part of the core of so-
cial structure. With the enrichment and extension of networks, 
services, and applications, underlying devices such as switches 
and routers have become key to networks. Control network ar-
chitecture forward separation, which is a networking develop-
ment trend, needs high-level security and high-quality service of 
the network is also necessary. One of the most promising network 
technologies is Software Defined Networking (SDN) [1]. In SDN, 
high-level tactics are defined by the exclusive equipment which is 
used to channel the data forwarding of the network equipment. 
This results in a reduction of the many complex functions of the 
network equipment and improves the plasticity and operability 

Introduction

of the implementation and deployment of new network protocols 
and technologies. However, this novel networking technology faces 
challenges in terms of architecture, scalability, and security [1]. In 
addition, SDN, has brought new features and offers more elasticity 
than the average network results. SDN fosters effortlessly managed 
controllability based on standards-based software constructs of 
the network infrastructure. This is easily achieved by detaching the 
control plane (i.e., control logic) from the logic plane (i.e., forward-
ing plane). Based on this network model, the routers and switches 
are limited to forwarding traffic only. The control logic is then cen-
tral within a controller which characterizes the network operating 
system of an SDN network and plays a significant role in managing 
flow control and configuring network elements of the data plane 
using such protocols as OpenFlow [2].

Numerous novel networking concepts to simplify network man-
agement and create innovation through network programmability 
in the cloud. SDN also guarantees easy management as it eliminates 
the network infrastructure maintenance processes. By responding 
in this manner, SDN can offer real-time performance and responses 
to high availability requirements. However, there are certain chal-
lenges facing SDN currently, primarily scalability and security. 
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Some of the challenges facing SDN are inherent, however, some 
facing this technology are brought about by adopted technologies 
themselves [3]. An innovative approach to network management, 
SDN separates the control plane from the data plane making net-
work management much easier. By separating the data plane from 
the control plane, SDN has more flexibility, controllability, and a 
better user experience. This segmentation delivers many benefits 
in terms of controllability and flexibility. It also creates a fine line 
between combining the advantages of network virtualization and 
cloud computing. This implements a centralized intelligence, which 
enables making a clear visibility over the network to create an easy 
network while at the same time an enhanced network and control. 
However, in a traditional infrastructure network, implementation, 
troubleshooting, and configuration require a higher level of engi-
neering control and intervention, also operational costs associated 
with provisioning and managing large networks. Therefore, scal-
ability and security become an instant issue and trying to connect 
with a business network also puts the network at risk [3].

The future of network innovation is SDN. This pioneering tech-
nology has revolutionized the networking world for a decade and 
continues to renovate legacy network architectures. However, se-
curity for SDN remains too casual and researchers do not seem 
to take it seriously enough. Detailed attacks on SDN networks 
and techniques to deal with them will be discussed further. Some 
considerably defenseless attack areas in SDN which can lead to 
severe network attacks will be considered. These attacks could 
be assaults on the controller, attacks on network devices, attacks 
exploiting the communication link between the control plane and 
data plane, and various types of poisoning on topology. It is neces-
sary to propose some methods to handle the SDN attacks [4]. 

Both industry and academia have increased their interest in 
SDN lately because it is more efficient at decoupling the control 
panel from the closed predesigned networks, therefore, SDN fos-
ters the capability of network devices such as IoT, sensors, etc. In 
the past, traditional network devices could only work as they were 
and not change once produced. Currently, SDN provides a data net-
work and a control plane, which provides a powerful and flexible 
network [5]. However, the critical problem with SDN is security. 
And scalability also seems to be a major issue. For various reasons, 
the security of these new more flexible SDN are not as adaptable or 
they have inherent limitations. For example, when security func-

The importance of software-defined network security

tions are applied at centralized controllers, there will be a potential 
bottleneck; but when security functions are positioned at network 
functions, they are hardly capable of controlling the entire network. 
At most, security functions have been programmed to function on 
the control flexibility of SDN; however, this does not always lead to 
strengthened protection. As a result, current security implemen-
tations cannot hold up to conventional security measures [5]. The 
controller is an important part of the SDN. It connects the upper 
bridge and the lower parts. The distributed controllers’ architec-
ture has been studied and implemented by researchers and indus-
try workers alike, by such as HyperFlow and Onix. The primary 
attention is focused on the distributed control plane and how to ex-
ecute a global network topology for the application plane. Although 
it improves scalability, it does not improve security [6].

One type of security attack that is highly critical at any stage for 
SDN is the distributed denial of data (DDoS) attacks. For example, 
the breakdown of only one control could destroy the whole net-
work. A method some hackers use to create DDoS attacks is that 
they use a massive number of new, but short length traffic flows. 
This in turn will cause a malicious overflow of SDN switches. Un-
fortunately, the lack of smart planning and applications limit SDN 
usability, feasibility, scalability, and security in real-time. OpenFlow 
is the most common SDN in use today [7]. 

While many security issues could be resolved in SDN by decou-
pling the network control logic from the data plane, the key secu-
rity issue is DDoS. This rapidly growing network threat is usually 
performed on a target system to make the SDN unavailable to oth-
ers. SDN can easily detect threats, while at the same time due to 
deviations in essential architecture and changes to basic design en-
tities pose a critical DDoS threat to SDN [8]. Although SDN is evolv-
ing rapidly, Network Service Providers are implementing it because 
it is flexible, performance-ready, can be rapidly deployed and has 
good scalability, and for its centralized control plane and dumb 
switch devices, however, for all its benefits, SDN employs consid-
erable threats. Therefore, a threat model is necessary for SDN. A 
threat model can explain how an adversary can compromise the 
network; a proper understanding of the SDN will develop better 
SDN protocols and assist with fool proof SDN debugging [4]. There-
fore, the key problems and challenges with SDN and DDoS are indi-
cated in the following chart.

Distributed denial of service (DDoS) attacks
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Need for a distributed response at many points in the 
Internet
Lack of detailed attack information
Lack of defense system benchmarks
Difficulty of large-scale testing

Table 1: Challenges of SDN in DDoS [11]

Modern proliferation of social media has led to abundant infor-
mation misuse within companies. To challenge this problem, local, 
internal inspections created by security experts have been known 
to assist in the solution. Host-Based Intrusion Detection System 
(HIDS), a technique which allows users to identify security risks 
at the endpoints, or individual hosts, combines HIDS and SDN to 
identify security risks. In both enterprise and virtualized networks, 
HIDS combines with SDN to enhance system security and, vital to 
the operational architecture, SDN introduces new security capaci-
ties. SDN software security provides protection against real-time 
attacks, provides access to legitimate users, and provides counter-
attacks when necessary [9].

With all SDN connected to OpenFlow and HIDS network, a 
testable network is opened with an SDN-controlled network, con-
structed with multiple hosts, OpenFlow Enabled Switches, and a 
Floodlight Controller all which created the OSSEC Network when 
linked together (Open-Source Security) [9, 10]. For Cloud service 
providers, various network service options (e.g., bandwidth, safety, 
service quality, or reliability), require that the network architec-
ture has flexibility as denoted by Network Function Virtualization 
(NFV). However, in traditional networks which have closed net-
work equipment such as routers or switches, they may have the fol-
lowing drawbacks: software or hardware too tightly shut; network 
protocols are integrated into the devices and are too complicated; 
almost all devices are manufacturer-proprietary, meaning it is dif-
ficult to change them or update them. Since SDN is considered best 
practice, the goal will be to study how HIDS and SDN using OSSEC 
can reduce security risks for network users [9,10]. 

Host-based intrusion detection system (HIDS)

To reduce the level of threat against the network, an SDN uses 
novel techniques. Prior to any cyberattack the current network 
will most likely scout for impending attacks. Otherwise, without 
proper scouting, the network will probably fail if not scouted 
properly. Ransomware, botnets, and malware have the most nega-

Cloud computing and software-defined networking

tive effects against the networks. In SDN, a Moving Target Defense 
(MTD) can cause the perceived location of the network assets to 
shift continually [11]. A Random Host Mutation (RHM) is just one 
type of IP mutation of critical services. This makes it difficult if not 
impossible for malware to find assets. The RHM changes mutations 
frequently giving malware only a brief amount of time to access 
and take over the network assets. The MTD associated with SDN is 
meant to cause difficulty for malware to locate network assets [12].

The characteristic features of Cloud computing distribution 
make it susceptible to DDoS attacks. However, recent advancements 
in SDN have improved the likelihood of defeating DDoS attacks in 
Cloud environments. Several options of SDN make it highly likely 
that DDoS can be defeated: capability for software-oriented traf-
fic investigation; dynamically updating forwarding rules; network 
global dimension; and the centralized point of control [12]. How-
ever, researchers have also discovered that a Fuzzy Self-organizing 
maps-based DDoS (FOSMDM) is extremely suitable and designed 
for defeating DDoS attacks in the Cloud. FOSMDM is a Cloud-based 
neural network which replaces conventional neurons by updating 
fuzzy rules. Software-oriented traffic investigation is used and is 
94% more accurate than conventional methods [13].

DDoS attacks can cause many problems in the network. By caus-
ing a bottleneck, information is not allowed to flow in the normal 
channels, or compromised hosts on the network can send massive 
amounts of damaged data to individuals on the network. When 
these attacks occur, they do not allow information to flow smooth-
ly, they can completely exhaust processing abilities, bandwidths 
of services, and networks causing a huge imbalance in the system, 
which may cause data loss, may compromise security, or any num-
ber of problems [14]. Individuals, businesses, and networks are af-
fected by attacks on SDN. Because cyberattacks can come at any 
time, being prepared is key to defeating those criminals who would 
steal data, abuse networks, steal cybercoins, etc. Finding a suitable 
decision for a solution is critical to protecting data and security 
from terrorists, thieves, identity thieves, etc. [13].

SDN improves network performance, provides better network 
control, and provides an area for innovation. However, despite 
these benefits, SDN is still in its early stages of development and 
has a few challenges and hurdles to overcome. SDN also has cen-
tralized control which makes it easier to identify a single point 
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control. To meet the growing needs of the numerous customers of 
SDN, it must be designed and operated to meet the requirements 
of growing users. A controller must always be available day or 
night for use by switches. Table 2 indicates how literature for SDN 
should be sorted in a review of literature to improve upon some 
challenges or innovations [15].

SDN  
Challenges

Network Design Scalability
Fault-tolerance

Flexibility
Elasticity

Network  
Implementation

Integration with traditional 
networks

Resource management
Virtualization

Network  
Performance

Latency
Efficiency

Consistency
Traffic measurements

Network  
Verification

Hardware testing
Debugging

Security

Table 2: Classification of SDN literature according to  
SDN Challenges [14].

Scalability, manageability, security, and availability are the key 
challenges of SDN. A network that is not flexible enough to handle 
the complications that arise can become a huge hurdle to manage-
ability and security. SDN is flexible enough for staff to maintain the 
complexities and handle any security challenges [15]. Traditional 
security tools like firewalls and intrusion detection systems, are 
specialized to deal with a certain type of security threat and they 
are created together to compose a combined security prevention 
protocol. On the other hand, these tools will not fit in SDN, most 
tools are specifically designed and cannot be used by elements oth-
er than what they are designed for, and there is no interface on SDN 
or take advantage of its benefits. SecControl, proposed to identify 
real-time security threats, generate real-time reactions, and adjust 
network behaviors, accordingly, has been introduced by research-
ers to bridge the gap between traditional and SDN networks. This 
practical security system can provide strong security available in 
traditional networks with the flexibility of a an SDN [5]. 

DDoS attacks are attacks of availability. They can lead to massive 
interruptions in service, they can target specifically the network 
infrastructure, therefore, leading to the necessity for a complete 
overhaul in security measures for the current levels of networks 
to prevent severe peril. A crippled device, or bandwidth, or bro-
ken servers and storage can result in a lack of adequate security. 
Reports indicate many criminals hack medium to large organiza-
tions for their data. An essential solution is SDN networks where 
centralized control logic, software-enabled traffic monitoring, and 
a dynamic update of flow allow SDN to detect DDoS effectively and 
quickly before damage can be done. SDN has an architecture, and 
various DDoS attacks are categorized. However, the threats to SDN 
must be classified according to layer to prevent complications. Fi-
nally, an information distance-based flow discriminator framework 
has been proposed, which should address the DDoS attacks based 
on the SDN networks [8].

With the advancement of mobile technology today, it is also im-
portant to consider 5G and 6G abilities. Researchers have found 
that 5G services will offer the public a more dedicated and ad-
vanced line for mobile and wireless use. However, security, trust, 
and privacy are the three main areas which must be dealt with first. 
Therefore, researchers have proposed a dedicated 5G SDN network 
with an SDN-based integrated security network for the Internet of 
Radio Light (IoRL). IoRL is following 5G networks. For example, 
one type of attack which can be prevented is the DDoS [16]. 

The approach for this study is based on using SDN, OpenFlow 
enabled switches, and Floodlight controllers to modify and set up 
an HIDS network using OSSEC and SDN to prevent or reduce any 
DDoS attacks. The researcher will run a testable SDN-controlled 
network, constructed using multiple hosts, OpenFlow enabled 
switches, and Floodlight controllers. This network will be linked to 
an OSSEC-HIDS network, executed in a server-agent architecture. 
This will foster OS independence and scalability. The system’s ef-
fectiveness will be evaluated by the following: alert density, file 
integrity check frequency, rootkit detection status, and log moni-
toring workload. With an expected workload of approximately 550 
events per second (EPS), results will show approximately a 0.5564 
from log table generation to flow table update, using Floodlight [9]. 

Once a log has been decoded, it can be arranged that rules are 
applied to retrieve a specific dataset. Therefore, in this experiment, 
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the log rules need to match the authentication log. Active response 
is also technically separated into two elements within OSSEC: com-
mands and configuration. This experiment defines the executable 
command in Linux [9,16]. Physical switches are used instead of 
virtual switches to represent a more hands-on and realistic ap-
proach to the experiment. To ensure accurate timing, a timestamp 
is used on the log and flow table update. All tests result in accuracy 
reporting of 94% greater than that of traditional security alerts or 
current SDN alerts [9,17].

In addition to the above methods, Big Data analytics will be 
used to analyze various data. Big Data analytics provides a 360-de-
gree view of the system and facilitates real-time processing, which 
is critical for intrusion detection. A mix of anomaly-based intru-
sion detection and signature-based intrusion detection will also 
be used. Specifically, anomaly-based intrusion detection analyzes 
datasets, and if the results deviate much from normal then imme-
diately intrusions are identified. Signature-based intrusion detec-
tion analyze features of specific attacks or intrusions. 

Security is probably the most critical issue to be discussed 
among Internet users. With thieves who want to steal data, money, 
ransom data, and perform other malicious work, having high-level 
security and a highly functioning network is imperative today. With 
SDN, both can be achieved. Although security is an issue currently 
for SDN, it is a new concept and evolving daily. It is critical that re-
searchers keep striving to make data and other information more 
secure on the Web. The most common cause of attacks and most 
dire are the DDoS attacks which can cripple an entire network. 

Conclusion
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