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Internet of Things (IoT) is one of the most consolidated technologies adopted in the world. Being exchanged information ex-
tremely sensitive, due to the nature of IoT devices and networks, cyber security of IoT systems is a critical topic to be investigated in 
deep by studying protocols, devices and technologies in order to identify possible vulnerabilities and weakness. In this work, a threat 
against ZigBee called Remotely AT Command attack is studied and analyzed in order to develop an innovative protection system able 
to detect and mitigate the devices from this innovative threat. Also, the protection system implemented is tested and validated on a 
real network by using XBee module [1], a wireless module adopted to implement and instantiate ZigBee network.

The proposed protection system aims to verify if devices are able to communicate on the network when the attack is running. 
In this case, just before the sensor is ready to communicate on the network, an internal check is accomplished directly by the IoT 
device: if needed, an additional reconfiguration is accomplished, in order to restore connectivity of the node in order to mitigate the 
threat. The results of this work are very interesting since, if executed against real network, the Remote AT Command attack could 
create huge damage to companies. For this reason, the protection system implemented is an innovative result in terms of research 
achievement.

Nowadays, the Internet of Things (IoT) is a consolidated tech-
nology and it is currently adopted in many contexts and applica-
tions of different nature [2]. In the Internet of Things environment, 
simple objects are able to manage, process and communicate data 
of the surrounding environment and send them to other IoT devic-
es or to more complex systems such as smartphone, robots, cars, 
machines of the new industrial era or critical infrastructures. In 
IoT world, people and objects can directly interact with each other, 
thanks to the spread of smartphones, tablets and other mobile 
devices that allow people to share information in real-time over 
the Internet from anywhere in very simple ways [3]. Thanks to 
the rapid developments in the underlying technologies, IoT offers 
enormous opportunities for a large number of new applications 
that promise to improve the quality of human life and to improve 
production benefit of companies by reducing costs. In recent years, 
IoT attracted researchers and professionals around the world due 
to the potential benefits that these technologies could bring [4]. 
IoT networks and devices are widely adopted in different scenar-
ios such as home automation [5], industry 4.0 [6], healthcare [7], 
robotics [8], smart cities [9], cyber physical systems [10] or critical 
infrastructure [11]: with IoT devices and networks, it is possible 
to remotely control physical quantities such as temperatures and 
humidity or to control more complex systems such as smart light 

bulbs, robotics, health parameters, sensor networks and smart in-
tegrated systems. Given this freedom of implementation and ap-
plications, even at the level of technologies enabling the Internet of 
Things, many options are available to implement these networks 
as, currently, exist ad hoc IoT communication protocols or appli-
cations implemented on well-known standards. It is possible to 
implement IoT networks using standard protocols such as Wi-Fi or 
ad hoc protocols such as ZigBee or 6LowPAn based on user needs.

Otherwise, this rapid spread of IoT applications opens chal-
lenges related to the cyber security aspects on these devices and 
communication protocol [12]. As mentioned, the IoT applications 
cover different critical contexts where sensitive information are ex-
changed between devices and humans. Also, IoT networks are con-
nected on the global internet so devices could be targets of cyber 
threats or adopted as attack vectors. For these reasons, cyber secu-
rity about IoT devices and networks is a critical and trending topic.

An ad hoc communication protocol widely adopted for IoT ap-
plications is ZigBee, a protocol based on IEEE 802.15.4, with in-
teresting features and requirements that have allowed its rapid 
diffusion in applications. For this reason, we decided in this work 
to focus on the development of an innovative protection systems 
for the ZigBee networks based on XBee module in order to protect 
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Due to the rapid adoption of the ZigBee protocol related to the 
IoT applications spread, an important and critical topic is related 
to ZigBee networks protection in order to detect and mitigate cy-
ber threats to reduce potential damage on networks and devices. 
Many security researchers and experts studied the protocol and 
identified several threats able to target such systems in order to 
implement protection systems about these vulnerabilities. Marian 
and Mircea [14] proposes an approach to detect sybil attacks by 
computing the location of a node and then classifying it as mali-
cious or not. Weekly and Pister [15] introduces two countermea-
sures against sinkhole attack: the first, called rank verification, is 
based on one-way hash function and the second, instead called 
parent fail-over, is based on end-to-end acknowledgment scheme. 
Al Baalbaki., et al. [16] introduces an Anomaly Behavior Analysis 
System (ABAS) for the ZigBee protocol based on network traffic 
analysis in order to classify attack using information such as pack-
ets origin or destination. Jokar and Leung [17] implements a pro-
tection algorithm called HANIDPS based on machine learning in 
order to analyze network traffic to detect a running threat. Cui., et 
al. [18] adopts a fuzzing method implemented on finite state ma-
chines by injecting different testing cases into the system in order 
to detect vulnerabilities. Jia and Meng [19] implements a system 
using a noise filtering to protect against impulsive noise a ZigBee 
network. Zillner and Strobl [20] describes the applied security 
measures in ZigBee protocol with a focus on weakness and he pro-
poses a software, called Sec Bee [21], to test security about ZigBee 
network using know vulnerabilities. Raymond., et al. [22] studies a 
deep and interesting approach to detect DoS attack and defense on 
ZigBee with related countermeasures available. Ramsey and Mul-
lins [23] introduces a novel rekeying system in response to a sus-
pected malicious node in a ZigBee network and an innovative ob-
fuscation algorithm to prevent common wireless sniffer. Biswas., 
et al. [24] performs a study to protect ZigBee network against 
Packet-in-Packet attack by implementing a bit stuffing algorithm. 
Ge., et al. [25] works on a protection system in order to defense 
an IoT network by studying an approach to re-distribute nodes in 
order to reduce damage in the network. Regarding physical attack 

Related work

In order to carry out a complete security analysis of the ZigBee 
protocol and to develop an efficient protection system, we studied 
the communication flows between devices and the packets adopt-
ed by the protocol to communicate on the network since ZigBee 
adopts specific network packets to exchange information, to au-
thenticate devices or to manage network configuration. Among the 
different network message flows, we initially focused on packets 
sent from end-devices, which are IoT devices adopted to retrieve 
information on the field, to the coordinator, a single device for Zig-
Bee network adopted to manage the entire network, as these pack-
ets contain data recovered from the environment and may contain 
sensitive data. After we analyze this communication flow without 
detect critical vulnerabilities, we focused on other information 
exchange flows and we noticed that Remote AT Command can be 
used to handle parameter configuration devices.

As discovered and analyzed, we implemented an attack on Zig-
Bee networks, in particular against XBee module, that exploits this 
particular type of packets with the aim to disconnect a legitimate 
node from the network and make it not able to communicate [13]. 
This specific configuration packets are used by many devices, such 
as XBee [1], ESP8266 [33] or ETRX3 [34], to configure network 

Protection against remote AT command attack

the devices from a specific zero-day attack called Remote AT Com-
mand attack [13], a cyber threat able to create potential damage 
to ZigBee networks and devices. The proposed work is contextual-
ized in the IoT security topic, where we introduce a protection sys-
tem against the innovative cyber threat able to protect the ZigBee 
networks implemented by using XBee module.

The remaining of the paper is structured as follows: Section 5 
reports the related work on the topic. Section 6 introduces the in-
novative protection system, while Section 7 reports the testbed. 
Section 8 presents in detail the algorithm about the protection sys-
tem. Executed tests and obtained results are reported in Section 9. 
Finally, Section 11 concludes the paper and reports further works 
on the topic.

[26-29], perform different study about attack and defense against 
ZigBee regarding jamming threat by implementing a protection ap-
proach able to protect sensor from this physical attack. Instead [30] 
implements two countermeasures against physical attack aimed to 
discharge battery of sensors and to protect the exchange of the net-
work key between end-device and coordiantor. Olawumi., et al. [31] 
proposes a protection system against sniffing, by installing the net-
work key in the device avoid over-the-air exchange, for a replay at-
tack, proposing that the encryption process can be integrated with 
timestamp mechanism, and against Network Discovery and Device 
Identification where they suggest to introduce in the network an 
intrusion detection and prevention system.

During our research work, we studied cyber security aspects of 
ZigBee by initially studying the protocol, thus analyzing the major 
threats affecting it, hence studying possible protection systems and 
approaches. During our study, we performed a deep study about 
cyber threats against ZigBee by analyzing well-known threats [32] 
and innovative zero-day attack exploiting specific packets adopted 
in the ZigBee network called Remote AT Command [13]. Remote 
AT Command attack is considered extremely innovative and par-
ticularly dangerous, since it allows malicious users to retrieve/for-
ward sensitive information or manipulate nodes functionality in a 
ZigBee network. Our work focuses on the proposal of an innovative 
protection system against the Remote AT Command attack in order 
to protect ZigBee networks from the threat. In the next section, the 
protection system is reported and the obtained results described 
in detail.
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Testbed
In this section, we report structure of the network implement-

ed in order to test and validate the protection system from Remote 
AT Command threats to compare protected and unprotected sen-
sors by monitoring network traffic of the test network. In order to 
perform tests, we implemented a ZigBee network by using XBee 
module in order to communicate through the IoT communication 
protocol. A schema is reported in figure 1.

Protection system algorithm and implementation

The testbed network is composed of a ZigBee coordinator, two 
end-devices representing common sensors, and a malicious node 
connected to the ZigBee network. Two sensors are different since 
one sensor implements the innovative protection system against 
the Remote AT Command attack instead, the other sensor, imple-
ments simple logic to share data through the network so it is con-
sidered as vulnerable to the attack. As previously mentioned, the 
Remote AT command attack is able to scan the network in order 
to identify the end-device nodes and to execute the threat against 
these devices. In this scenario, the coordinator is not target by the 
attacker since potentially if the attack took effect, the whole ZigBee 
network is disconnected and, in this way, it would be very simple to 
detect the attack. On the other hand, in the event that a node is dis-
connected, mitigation can take some time from execution to detec-
tion of the attack as if the network is composed of a huge number of 
nodes, it can be difficult to identify the disconnected one.

By using the analyzed scenario, the aim is to evaluate if the 
device that implements the protection system is able to keep the 
connection on the network alive while the vulnerable node of the 
network should be disconnected.

access parameters such as the network identifier, destination ad-
dress or device identifier on the network.

The main objective of our work is to implement a protection 
security system able to protect devices from the Remote AT Com-
mand attack aimed to tamper the communication of a device on 
the network. In order to implement a ZigBee network sensor to 
simulate a real scenario, we focused on XBee modules. These mod-
ules are widely used around the world, especially in DIY imple-
mentations, as they are cheap, user can implement their custom 
applications without deep knowledge on IoT. On the other hand, 
these devices have many vulnerabilities and weakness, e.g. AT 
Command are automatically processed by the module without al-
lowing a user to access the contents of these specific types of pack-
ets. The cyber threat implemented exploit this vulnerability by 
using Remote AT Command to attack all active nodes by scanning 
the network. In this way, all sensors in the network are exposed to 
malicious user’s attack.

In order to implement an efficient defense protection system 
from Remote AT Command exploit, it is assumed that a malicious 
node have access to the sensor network and it execute the attack in 
order to disconnect legitimate nodes. IoT devices are mainly used 
to manage and process very sensitive information, a vulnerability 
known as the AT Command attack must be neutralized to allow 
normal and more secure communication.

Figure 1: Testbed network.

As previous mentioned, the attack using the AT Command 
implemented is able to target all end-devices by scanning devices 
connected to the network and sending Remote AT Command pack-
ets with a specific time interval. In order to test the innovative pro-
tection system, we performed a series of tests in order to evaluate 
efficiency and accuracy. Initially, an in-depth study was carried out 
on possible implementations about the protection system by ana-
lyzing hardware and software aspects of the components used to 
create the ZigBee network.

After this important and critical study, we identified possible 
protection system based on different implementation features and 
characteristics: (i) modifying XBee device firmware, (ii) disabling 
AT Command packets sent by other devices on each single sensor, 
(iii) software solution implemented at application layer of the net-
work stack.

The first two solutions cannot be implemented as the manufac-
turer of the XBee module doesn’t provide firmware to users (the 
firmware is not open source). Furthermore, is not possible to dis-
able the AT Command packets on the modules as they are adopted 
to handle the network parameters. The most appropriate solution 
to implement a protection system on the device is a software im-
plementation in the application layer of the ZigBee stack.

After deciding the approach to be adopted to implement the 
protection system, we started to define the main characteristics of 
the defense. In particular, the algorithm developed is based on the 
real-time analysis of the device's network configurations in order 
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to avoid modification or manipulation in order to keep the devices 
connected to the legitimate network.

The protection system proposed and implemented is based 
mainly on two functions:

• GET function: It is used to retrieve the current configura-
tion of the XBee module;

• SET function: It is implemented to set new values of XBee 
parameters.

In the protected module is installed a configuration file contain-
ing a list of network parameters used to allow devices to access 
the network. The purpose of our tests is to demonstrate that two 
devices under the same attack, respectively an unprotected sensor 
and a protected one, have different effects: while the unprotected 
sensor has a sort of inability to communicate, this effect is not ac-
complished on the protected sensor since the protection system is 
able to protect the sensor from the attack and keep the connection 
alive. For our purpose, the attack performed reconfigures the end 
device by disconnecting it from the network. Therefore, we expect 
that the vulnerable device interrupts the communication with the 
coordinator, while the protected sensor continues to communicate 
on the network.

In order to better understand the proposed protection system, 
we describe how the GET and SET functions are structured in 
terms of timing and functionality, based on three main steps:

• Open AT mode: It requires 1 second for all functions, in of-
ficial documentation it is 3 seconds1;

• SET or GET parameter: In case of GET parameters, it re-
quires 100 ms;

• Close AT mode:
• Get function: 1 second;
• Set function: In total restore implementation is set to 

0 because after this step, no AT mode operation are re-
quired, instead in partial restore it is 1,2 seconds be-
cause is possible to execute AT command mode to man-
age other parameters.

After analyzing the protection system in detail and defining the 
timing of the algorithm, we performed tests to verify the efficacy 
and accuracy of the proposed protection system against an Remote 
AT Command attack. In order to obtain a complete view of the Zig-
Bee network, we scheduled the malicious node to execute the at-
tack with the following timelines: 10 seconds to network scanning, 
5 second to send Remote AT Command packets and 30 seconds of 
delay.

Executed tests and obtained results

In this section we reported the executed tests and the obtained 
results in terms of timing and network traffic analysis as men-
tioned in the previous section related to the protection algorithms.

Time execution for end-device has been divided into differ-
ent parts reported in table 1. “WakeUp” is the time required by 
the XBee device to initialize the connection with the coordinator. 
“Sleep” time is, instead, the timing where the XBee device is discon-
nect from the network in order to save battery and it is an arbitrary 
value. GET and SET functions timing are described in Section 8. 
Time results are reported in seconds.

Sketch WakeUp 
(s)

Sleep 
(s)

GET 
function 

(s)

SET 
function 

(s)

Total 
(s)

Without defense 20 5 0 0 25
Total 20 5 5,3 1 31,3
Partial (3 parameters) 20 5 5,3 6,6 36,9
Partial (2 parameters) 20 5 5,3 4,4 34,7
Partial (1 parameters) 20 5 5,3 2,2 32,5

Table 1: Reconfiguration time.

In order to test and evaluate the protection system, we imple-
mented two different protection system application that by test-
ing the performance, execution of time and response times on the 
modules, then we have compared the results to verify the most 
efficient solution. The first protection system application is imple-
mented with a specific logic: the protection system performs a GET 
function to know the actual value of the parameters, if they are 
different from the configuration file, the SET function restores all 
configuration values without worrying about what the parameter 
value actually changed.

Instead, the protection system application is different from the 
first one: after the GET function, the protection system restores the 
default values, contained in the configuration file, only for the pa-
rameters exploited by the Remote AT Command attack.

We tested these two versions of the protection system by com-
paring the obtained results in terms of time features and com-
munication with a vulnerable device, a device without protection 
system installed. We measured these timelines on the end-devices: 
the vulnerable device sends data every 25 seconds, the commu-
nication interval of the protected device depends directly on the 
protection system since, in case of attack, it must carry out the miti-
gation phase by exploiting the SET function. For the device with 
total restore of network parameters, this time is constant, for the 
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device with partial restore it depends instead on the number of ex-
ploited parameters from the Remote AT Command attack. For this 
work, we assumed that an attacker could modify a maximum of 3 
parameters. As shown in Table 1, the times required for the partial 
protection system are directly proportional with the parameter 
number exploited. In the case of a few parameters, it is efficient but 
when the number increases, it may be convenient to reconfigure all 
the parameters even if they are not modified. This is due to the fact 
that the protection system first performs a check if the parameter 
is modified and then sets it to the correct value, thus requiring a 
longer execution time than reconfiguring all the parameters.

After analyzing the response times of the network devices in 
the different configurations comparing vulnerable and protected 
sensor, a phase of collection and processing data obtained from 
network traffic analysis was carried out.

We analyzed ZigBee traffic by using a specific wireless module 
able to intercept ZigBee traffic, then we represent the traffic of 
each device of the network with a graph in order to compare and 
evaluate the obtained results. We analyzed a total time of 15 min-
utes divided in 3 phases: 5 minutes without attack, 5 minutes of 
execution Remote AT Command attack and 5 minutes after attack. 
The network traffic analysis results are reported in figure 2.

Figure 2: Network analysis of ZigBee network.

By analyzing Figure 2, the protection system developed is able 
to protect the devices from the Remote AT Command attack since, 
after the execution of the threat, the protected sensor is able to 
communicate again with the coordinator. Instead, the vulnerable 
sensor is disconnected from the network.

In the initial part of the time analysis, the one that goes from 
0 to 300 seconds on the abscissa axis, all the sensors communi-
cate on the network sending data regularly, the attack is then per-
formed in the area between 300 and 350 seconds and then return 
to the initial state.

The graph of the protected sensor shows that, even in the at-
tack phase, the protected device remains connected to the network 

and continues the communication with the coordinator. During the 
attack phase, a spike of packets since the protected sensor adopts 
AT Command to reconfigure the parameters exploited by the at-
tacker by using the protection system implemented. The graph of 
the vulnerable sensor instead shows that, during the attacking time 
attacked, stop sending packets on the network.

Finally, Figure 2 shows a time interval from 0 to 400 seconds 
when in reality it should be 900. The last 500 seconds have been 
omitted since the graph is not relevant because the vulnerable sen-
sor stops communicating while the protected sensor communi-
cates nominally on the network

Conclusion and Future Work
This work focuses on Internet of Things (IoT) security, in par-

ticular on the ZigBee protocol and the XBee module. This aspect is 
crucial, not only for the wide adoption that characterizes the IoT 
context, but also for the criticality of the IoT sensors, often physi-
cally placed in sensitive positions or in the management of sensitive 
data. In addition, IoT sensors are often equipped with hardware 
with limited capacities (eg power supply, calculation, etc.). For this 
reason, adequate security functions are rarely implemented, thus 
making IoT networks and sensors vulnerable to common but also 
advanced attacks. Considering the IoT context, in this document we 
address the security aspects of the ZigBee protocol, a prominent 
wireless protocol adopted in Internet of Things environments. Af-
ter analyzing the protocol and its operation in detail, we analyzed 
a specific attack called Remote AT Command against ZigBee. The 
proposed work presents an innovative protection system against 
the Remote AT Command attack inherent to the ZigBee protocol.

As previously described, the attack turns out to be very critical 
as it is able to disconnect XBee sensors from a legitimate network, 
thus causing a loss of sensitive data. For this reason, the proposed 
protection system is extremely important and innovative because, 
as demonstrated both in terms of network traffic and timing, it is 
able to protect XBee modules from this type of attack. Therefore, 
analyzing the results obtained, the times necessary for the protec-
tion system to identify and mitigate the attack are therefore appro-
priate because, during the attack, the protected module commu-
nicates every 30 - 40 seconds instead of the 25 seconds set. The 
protection system developed is therefore able to protect devices 
and provide added value to the network as it allows to increase the 
level of network security and to keep the connections protected 
from Remote AT Command attacks.

A possible future work inherent to this protection system will 
be to integrate it directly on the xbee sensors and to test the at-
tachment and protection system on other ZigBee modules. Finally, 
another possible solution will be to allow users to manipulate AT 
Command packages because at the moment the XBee protocols 
allow this solution, in this way a user will be able to identify and 
implement his own application that can choose which AT Com-
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